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ABSTRACT 


OUT  OF  THE  WEB  AND  INTO  THE  REVOLUTION;  A  PERSPECTIVE  OF 
STRATEGIC  AIRPOWER  IN  THE  INFORMATION  AGE  by  Major  James  Riggins, 
USAF,  47  pages. 

This  monograph  explores  the  validity  of  Colonel  John  A.  Warden  Ill’s  strategic 
airpower  theory  as  various  nations,  including  the  U.S.,  enter  a  Revolution  in  Military 
Affairs  (RMA)  based  on  the  rapid  advancements  in  information  technologies,  and  the 
operational  and  organizational  concepts  which  exploit  these  technologies.  Warden’s 
theory  is  based  on  modeling  an  enemy  as  a  system  of  five  rings  representing  leadership, 
organic  essentials,  infrastructure,  population,  and  fielded  military  forces.  The  method  of 
attack  in  his  theory  is  that  of  parallel  warfare,  striking  nearly  simultaneously  across  aspects 
of  the  system  critical  to  the  leadership  ring  in  order  to  induce  strategic  paralysis. 

The  monograph  traces  the  evolution  of  strategic  airpower  theory  since  1917  with 
an  emphasis  on  the  post  World  War  I  period.  World  War  II,  Vietnam,  and  Operation 
Desert  Storm.  Additional  discussion  focuses  on  the  nature  of  societal  shifts  toward  the 
information  age,  and  the  potential  character  of  the  associated  RMA.  It  then  analyzes  the 
Warden  theory  as  used  by  an  informational  age  U.S.  military  against  a  variety  of 
adversaries  including  an  advanced  peer  competitor. 

This  monograph  concludes  that  the  Warden  model  is  valid  for  such  scenarios  if 
modified  to  specifically  include  the  element  of  information.  It  is  only  valid,  however,  if 
one  properly  identifies  the  nature  of  the  enemy  and  character  of  the  war  one  is  fighting —  a 
task  that  is  becoming  increasingly  difficult  as  the  world’s  societies  trisect  into  agrarian, 
industrial,  and  informational  levels.  While  the  model  remains  valid,  lethal  airpower  in  many 
cases  is  not  the  appropriate  tool  to  implement  the  theory. 
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INTRODUCTION 


.  .  .effects  in  war  seldom  result  from  a  single  cause;  there  are  usually 
several  concurrent  causes.  It  is  therefore  not  enough  to  trace,  however 
honestly  and  objectively,  a  sequence  of  events  back  to  their  origin:  each 
identifiable  cause  still  has  to  be  correctly  a.sse.ssed. 

Carl  von  Clausewitz 

When  General  Ulysses  S.  Grant  ordered  Major  General  William  T.  Sherman  to 
begin  a  new  type  of  campaign  against  the  Confederates  in  April  1 864,  he  was  perhaps  the 
first  military  strategist  to  recognize  the  change  in  warfare  which  would  guide  airpower 
theorists  for  decades  in  the  20th  century.  Frustrated  by  his  inability  to  achieve  a  decisive 
Napoleonic  battle.  Grant  ordered  Sherman  to  attack  deep  into  the  enemy’s  interior  to 
target  not  the  army,  but  the  materiel  and  national  morale  which  allowed  the  army  to 
function.  In  Sherman’s  view,  “denied  war  resources  and  the  supporting  will  of  the 
Confederate  population  .  .  the  organized  armies  would  soon  collapse.”^  The  generals 
recognized  that  the  conduct  of  warfare  and  the  nature  of  civilization  had  changed: 
industrialized  nations  now  had  the  capacity  to  sustain  large  armies  over  extended  periods. 
In  essence,  they  declared  an  entire  nation  the  enemy  and  subject  to  attack,  and  perceived 
that  attacks  against  the  enemy’s  heart  would  lead  to  victory  at  a  lower  cost  to  the  Union. 
This  viewpoint  also  appears  in  the  earliest  versions  of  United  States  (U.S.)  strategic 
airpower  theory,  and  remains  consistent  to  the  present.  However,  the  world  is  seemingly 
undergoing  a  change  perhaps  as  profound,  if  not  more  so,  than  the  industrial  revolution 
which  fostered  Grant’s  strategy,  and  airpower  theory  may  be  forced  to  change  with  it. 

In  spite  of  the  tremendous  change  to  aerospace  technology  in  the  20th  century, 
American  strategic  airpower  thought  and  doctrine  has  remained  relatively  constant  since 
1917.  While  variations  occurred  over  time,  one  common  thread  has  been  the  consistent 
focus  on  war  with  the  “modem”  industrial  nation-state,  and  the  proposed  destmction  of 
the  nation’s  infrastmcture  and  industrial  base,  over  direct  population  attack,  to  collapse 
some  combination  of  the  enemy’s  capability  and  will  to  continue  the  conflict.  Advances  in 
weapons  technology  had  little  or  no  impact  on  these  basic  premises. 

While  not  published  doctrine,  the  work  of  Colonel  John  Warden  III  reflects  one 


popular,  contemporary  airpower  theory.  Warden  holds  that  one  can  model  any  strategic 
entity  as  a  system  of  five  rings.  The  rings,  which  he  also  considers  centers  of  gravity, 
include  leadership,  organic  essentials,  infrastructure,  population,  and  fielded  military. 
Warden  proposes  the  persistent  and  simultaneous  attack  on  the  essential  nodes  of  this 
system,  emphasizing  the  crucial  leadership  ring,  to  induce  a  strategic  paralysis  on  the 
entire  system.  The  paralysis,  in  turn,  should  compel  the  opposing  political  leadership  to 
concede  victory  to  the  attacker.  The  U.S.  employed  the  essence  of  the  five-ring  model  and 
its  underlying  concepts  with  great  success  during  Operation  Desert  Storm  (ODS). 

The  relative  consistency  of  airpower  theory  since  1917  makes  sense  when  one 
views  airpower  from  the  grand  context  of  the  societal  structure  within  which  it  was  born 
and  evolved.  Unlike  land  or  sea  power,  the  entire  period  of  airpower  rests  in  the  heart  of 
the  industrial  age  world,  a  period  where  political  power  lies  in  the  nation-state,  and  the 
world  community  gauged  the  strength  of  a  nation  by  its  industrial  output,  reserves  of  raw 
materials,  and  sophistication  of  its  transportation  infrastructure.  This  represents  a  segment 
of  the  period  in  human  history  that  authors  Alvin  and  Heidi  Toffler  refer  to  as  “Second 
Wave,”  or  “mass-industrial”'  civilization.  This  was  a  period  where  modern  nations  would 
use  the  fruits  of  the  industrial  revolution  to  lift  the  size,  scope,  and  lethality  of  warfare  to 
previously  unimaginable  levels. 

The  Tofflers  and  others  assert  that  the  U.S.  and  other  nations  are  currently 
undergoing  another  transformation  to  a  “Third  Wave,”  or  information  based  civilization. 

To  continue  to  view  today’s  world  in  the  same  manner  as  in  previous  decades,  according 
to  the  Tofflers,  is  improper  because  “it  is  too  simple  and  it  is  obsolete.  Simple  because  it 
tries  to  explain  world  power  in  terms  of  only  two  factors — economic  and  military. 

Obsolete  because  it  overlooks  the  growing  role  of  knowledge — including  science, 
technology,  culture,  religion,  and  values — which  is  now  the  core  resource  of  all  advanced 
economies  and  of  military  effectiveness  as  well  .”  Of  course,  a  revolution  of  this  scope 
cannot  avoid  impacting  the  conduct  of  warfare. 

The  subset  of  the  Third  Wave  shift  impacting  the  conduct  of  warfare,  commonly 
referred  to  as  the  Military  Technical  Revolution  (MTR)  or  Revolution  in  Military  Affairs 
(RMA),  goes  beyond  simply  developing  and  employing  new  technologies.  A  true  RMA 
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represents  a  fundamental  change  in  military  doctrine,  organization,  and  technology.  At  the 
core  of  the  current  RMA  are  new  sensor  and  communication  technologies,  improved 
weapon  precision,  and  information  doctrine.  This  RMA,  along  with  its  parent  Third  Wave 
shift,  impacts  how  the  U.S.  military  views  warfare  and  the  tools  to  execute  it.  These  same 
elements  outside  the  U.S.  affect  the  nature  of  potential  adversaries.  Thus,  the  RMA  must 
also  impact  the  doctrinal  foundations  of  current  American  strategic  air  thought. 

Given  the  fundamental  changes  wrought  by  these  societal  shifts,  the  question  this 
monograph  seeks  to  answer  is  “does  the  RMA  and  the  larger  Third  Wave  revolution 
impact  the  validity  of  current  U.S.  strategic  airpower  theory?”  Answering  such  a  question 
on  the  future  relevance  of  airpower  theory  first  requires  understanding  the  theory’s 
origins.  Therefore,  this  monograph  presents  the  evolution  of  U.S.  strategic  air  doctrine 
through  five  historical  periods.  World  War  One  (WW  I),  the  inter-war  years,  WW  II, 
Vietnam,  and  ODS.  To  project  the  impact  of  airpower  doctrine  into  the  future  also 
requires  a  basic  vision  of  the  RMA.  While  the  specifics  of  the  RMA  and  the  shift  to  a 
Third  Wave  civilization  are  impossible  to  determine,  the  monograph  will  present  the  broad 
themes  and  aspects  which  are  common  to  the  current  RMA  literature.  The  focus  remains 
at  the  strategic  and  operational  levels  of  war,  and  avoids  detailed  discussions  of  specific 
new  or  potential  technologies.  With  this  background,  the  monograph  will  analyze  the 
validity  of  current  U.S.  airpower  thought,  and  Warden’s  five-ring  model  in  particular,  in 
the  context  of  the  Revolution  in  Military  Affairs. 

EVOLUTION  OF  U.S.  STRATEGIC  AIRPOWER  DOCTRINE 

A  modern  state  is  such  a  complex  and  interdependent  fabric  that  it  offers 

a  target  highly  sensitive  to  a  sudden  and  ovem’helming  blow  from  the  air. 

B.H.  Liddell  Harf 

As  the  world  entered  an  era  of  total  war  between  large,  industrialized 
nation-states,  armies  grappled  with  the  same  inability  to  achieve  decisive  victory  that 
plagued  the  American  Civil  War  belligerents.  Gradually,  they  would  turn  to  airpower  to 
break  the  stalemate  of  modem  war,  and  seek  new  ways  to  strike  at  the  capability  and  will 
of  the  enemy.  While  these  two  elements  remain  constant  in  U.S.  strategic  airpower  theory. 
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the  preferred  methods  for  accomplishing  these  objectives  and  the  degree  to  which  each 
theme  was  emphasized  have  varied. 

World  War  I 

America’s  entry  into  the  war  in  1917  signaled  the  birth  the  U.S.  airpower  doctrine, 
as  well  as  the  debates  on  the  proper  use  of  airpower  which  continue  to  this  day.  The 
essence  of  the  debate  was  whether  air  units  should  be  divided  among  individual  ground 
commanders  to  support  their  troops,  or  controlled  centrally  to  act  throughout  the  theater 
of  operations.  The  latter  option  implied  the  existence  of  targets  more  significant  than  the 
enemy’s  troops  to  accomplishing  the  war  aims. 

While  General  John  J.  Pershing,  commander  of  the  Allied  Expeditionary  Forces 
(AEF),  firmly  held  the  belief  that  the  role  of  aviation  was  the  direct  support  of  army  units®, 
he  afforded  a  degree  of  latitude  to  his  First  Army  Air  Service  commander.  General 
William  Mitchell.  Mitchell  accepted  the  importance  of  aviation  to  the  ground  combat  units 
but,  along  with  and  probably  influenced  by  Major  General  Sir  Hugh  M.  Trenchard,  he 
developed  a  vision  of  defeating  an  enemy  not  by  bombing  their  troops,  but  “ultimately  in 
‘hitting  an  enemy’s  great  nerve  centers  at  the  very  beginning  of  the  war  so  as  to  paralyze 
them  to  the  greatest  extent  possible.’”^ 

Lieutenant  Colonel  Edgar  S.  Gorrell  of  the  Air  Service’s  Technical  Section 
converted  Mitchell’s  vision  from  theory  to  reality.  Recognizing  that  the  German  army 
relied  on  a  few  key  war  industries  and  transportation  nodes,  Gorrell  and  his  staff 
developed  an  air  operations  plan  focusing  strategic  bombing  against  these  targets.  The 
plan  directed  sequential  air  attacks  against  the  four  key  regions  of  Dusseldorf,  Cologne, 
Mannheim,  and  the  Saar.*  Pershing,  however,  never  implemented  Gorrell’s  plan.  Faced 
with  a  shortage  of  bombers  through  simple  lack  of  production,  he  feared  the  Air  Service 
could  not  provide  the  necessary  support  to  the  Army  and  execute  strategic  bombing,^ 

Mitchell  and  Gorrell  developed  two  significant,  though  unproven,  features  of 
strategic  air  thought.  First,  airpower  could  impart  significantly  more  influence  on  the 
outcome  of  a  war  by  attacking  into  the  heart  of  an  enemy  nation  versus  attacking  soldiers 
on  the  front  line.  Second,  the  crucial  targets  in  the  enemy  nation  were  those  industries 
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upon  which  their  army  relied,  such  as  munitions  plants.  The  emphasis,  then,  was  on  the 
indirect  attack  of  the  army,  not  the  paralysis  or  collapse  of  the  nation;  and  on  physical 
warmaking  capacity,  not  the  national  will.  These  concepts  would  change  and  evolve  in  the 
years  building  up  to  WW  II  as  industrial  societies  became  more  complex  and  contributed 
more  to  the  conduct  of  war. 

The  Inter-War  Years 

The  foundation  of  U.S.  airpower  doctrinal  development  between  the  wars  lay  in 
the  Air  Corps  Tactical  School  (ACTS),  established  in  1920.  Airpower  prophets  and 
military  theorists  such  as  Mitchell,  Trenchard,  Italian  Air  Marshall  Guilio  Douhet,  J.  F.  C. 
Fuller,  and  B.  H.  Liddell  Hart  each  drew  their  own  specific  lessons  from  WW  I  as  to  the 
potential  of  air  attacks,  and  their  writings  influenced  the  ACTS  officers  to  varying  degrees. 
They  each  maintained  the  underlying  premise  that  strategic  bombing  served  as  a  powerful 
means  to  defeat  an  industrialized  nation-state  in  a  manner  less  costly  than  the  bloody 
trench  combat  of  the  WW  I,  but  they  differed  in  their  theories  on  the  appropriate  ways  to 
employ  that  bombing.  They  differed  in  their  opinions  as  to  what  constituted  a  strategic 
center  of  gravity  (COG)  for  a  nation-state,  the  vital  centers  (industry,  communications,  oil, 
food  centers,  etc.),  the  national  will,  the  army,  or  a  combination  of  the  three.  A 
comparison  between  the  views  of  Douhet  and  the  ACTS  curriculum  highlights  some  of 
these  doctrinal  differences. 

Douhet  based  his  concept  of  strategic  combat  on  the  premise  that  future  wars 

would  be  between  modern  nation-states;  such  war  would  involve  the  full  mobilization  of 

the  nation,  thereby  making  all  citizens  subject  to  attack;  and  the  will  of  a  nation  lies  in  the 

will  of  its  population.  In  1927  he  wrote: 

It  seems  paradoxical  to  some  people  that  the  final  decision  in  future  wars 
may  be  brought  about  by  blows  to  the  morale  of  the  civilian  population. 

But  that  is  what  the  last  war  proved,  and  it  will  be  verified  in  future  wars 
with  even  more  evidence.  The  outcome  of  the  last  war  was  only  apparently 
brought  about  by  military  operations.  In  actual  fact,  it  was  decided  by  the 
breakdown  of  morale  among  the  defeated  peoples — a  moral  collapse 
caused  by  the  long  attrition  of  the  people  involved  in  the  struggle.  The  air 
arm  makes  it  possible  to  reach  the  civilian  population  behind  the  line  of 
battle,  and  thus  to  attack  their  moral  resistance  directly.''* 
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Douhet  proposed  direct  attacks  on  cities  using  explosive,  incendiary,  and  chemical 
weapons  as  the  means  to  “crush  the  material  and  moral  resistance  of  the  enemy.”^^ 

In  the  U.S.,  the  ACTS  prepared  a  course  text  in  1926  titled  Employment  of 
Combined  Air  Force  which  emphasized  the  destruction  of  the  enemy’s  morale,  not  his 
armies,  as  the  goal  of  war  and  of  strategic  airpower.  The  means  of  breaking  the  morale 
was  through  attacks  on  the  enemy  nation’s  vital  centers,  industry  and  transportation,  but 
not  necessarily  through  direct  attack  on  civilians,’^ 

In  the  1930s  ACTS  thought  gradually  shifted  to  the  “industrial  web  theory,”  a 
concept  closely  modeled  from  Gorrell’s  recently  rediscovered  strategic  bombing  plan  of 
WW  I.  The  industrial  web  theory  stipulated  that 

(1)  In  “modern  warfare,”  the  military,  political,  economic,  and  social  facets 
of  a  nation’s  existence  were  so  “closely  and  absolutely  interdependent”  that 
interruption  of  the  delicate  balance  could  suffice  to  defeat  an  enemy  state; 

(2)  strategic  bombing,  precisely  aimed  at  these  “vital  centers”  of  an 
enemy’s  industrial  complex,  could  wreck  the  fragile  equilibrium  and  hence 
destroy  the  enemy  state’s  war-making  capability;  and  (3)  such  destruction 
would  also  wreck  the  enemy  nation’s  capacity  to  sustain  normal  day-to-day 
life,  which  would  in  turn  destroy  the  will  of  its  populace  to  fight  /  ’ 

This  theory  clearly  sought  the  collapse  of  the  nation,  not  the  destruction  of  the  army,  as  its 
end  state.  Collapse  would  occur  through  the  destruction  of  national  “organic  systems”'^* 
and  not  merely  war  materiel  factories.  Additionally,  the  theory  reflected  the  American 
military  reluctance  to  target  civilians  physically. 

While  the  terminology  might  have  been  different  in  the  1920s  and  1930s,  the 
analysis  performed  by  the  ACTS  faculty  resembles  the  problem  facing  the  Air  Force  today. 
The  Air  Corps  after  WW  I  assessed  the  key  nations  of  the  world  as  being  well  established 
in  what  is  today  called  the  Second  Wave.  That  is,  the  prime  threats  to  the  United  States 
came  from  modern  industrialized  nations.  The  airpower  theorists  concentrated  on 
symmetric  warfare,’^  Second  Wave  versus  Second  Wave,  for  the  condition  of  total  war. 
They  correctly  grounded  their  analysis  within  this  framework  to  determine  the  most 
efficient  and  effective  means  to  achieve  victory  against  a  modern  nation.  Their  theory  is  as 
much  a  study  in  what  constitutes  victory  in  war — understanding  the  source  of  a  nation’s 
strength  and  its  vulnerabilities — as  it  is  a  concept  on  how  to  employ  aircraft.  These 
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thoughts  emanated  primarily  from  airpower  theorists  because  airpower  offered  the 
technology  which  met  the  requirements  of  the  theory.  War  would  constitute  the  real  test 
for  these  airpower  concepts. 

World  War  II 

One  of  the  chief  architects  of  the  airpower  strategy  for  WW II  was  Captain  (later 
General)  Haywood  S.  Hansell  of  the  newly  created  Air  War  Plans  Division  (AWPD).  In 
1941,  prior  to  the  U.S.  entering  the  war,  the  division  developed  a  European  plan  which 
sought  the  “breakdown  of  the  industrial  and  economic  structure  of  Germany”  by 
identifying  “a  system  of  objectives  vital  to  the  continued  German  war  effort  and  to  the 
means  of  livelihood  of  the  German  people,  and  tenaciously  concentrating  all  bombing 
[original  emphasis]  toward  the  destruction  of  those  objectives.”'^  Additionally,  Hansell 
believed  that  direct  bombing  of  cities  could  be  used  as  a  last  resort,  but  his  division  “never 
accepted  attack  on  civilian  populations  as  the  main  method  of  air  warfare.”'^ 

The  first  version  of  the  AWPD  plan  (AWPD-1)  called  for  the  destruction  and 
disruption  of  the  following  systems:'* 


Table  1:  AWPD-1  Target  List 


System 

Targets 

German  Air  Force 

1 8  airplane  assembly  plants 

6  aluminum  plants 

6  magnesium  plants 

Electric  Power 

50  generating  plants  and  switching  systems 

Transportation 

47  marshaling  yards,  bridges,  and  locks 

Synthetic  Petroleum 

27  synthetic  plants 

TOTAL 

1 54  targets 

When  the  U.S.  entered  the  war  in  Europe,  the  U.S.  modified  the  basic  precepts  of 
AWPD-1  only  slightly.  The  Combined  Bomber  Offensive  Plan  of  June  1943,  concentrated 
on  the  primary  targets  of  the  ball-bearing  industry  (highest  priority),  German  aircraft 
industry  and  air  force,  oil  (both  synthetic  and  natural),  steel  production,  and 
transportation.  The  air  planners  intentionally  ignored  the  electric  power  system  after 
concluding  the  system  to  be  too  highly  developed  and  resistant  to  attack.^"  Throughout 
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1944  and  1945,  the  bombing  offensive  struck  numerous  secondary  target  systems  such  as 
submarine  production,  V-1  and  V-2  rocket  production  and  launch  facilities,  automobile 
plants,  and  a  host  of  smaller  industries.^'  Finally,  as  conceptualized  in  AWPD-1  as  a  last 
resort,  the  U.S.  participated  in  direct  incendiary  attacks  of  German  cities.^^ 

The  Uni  ted  States  Strategic  Bombing  Snn’eys  (USSBS)  of  WW II  concluded  that 
the  strategic  bombing  efforts  in  Europe  were  decisive,  albeit  with  room  for  improvement, 
thus  validating  the  pre-war  doctrine  of  ACTS  and  the  AWPD.  While  the  attacks  on  most 
systems  were  ineffective  due  to  German  rebuilding  and  dispersal  efforts,  as  well  as  slack  in 
the  production  potential,  the  attacks  on  two  key  categories  proved  essential:  oil  and 
transportation.  Synthetic  and  natural  petroleum  production  was  difficult  to  disperse  or 
harden,  and  thus  proved  susceptible  to  persistent  air  attacks.^'’  Additionally,  attacks  on  the 
rail  and  canal  network  severely  degraded  the  overall  German  economy,  industrial  output, 
and  the  operational  movement  of  the  army.^**  The  USSBS  stated  that  even  though 
Germany  still  had  a  fielded  army  at  the  end  of  the  war,  “with  the  impending  collapse  of  the 
supporting  economy,  indications  are  convincing  that  they  would  have  had  to  cease  fighting 
.  .  .within  a  few  months. 

Just  as  significant,  however,  is  the  USSBS  conclusion  on  the  moral  domain  aspect 
of  the  industrial-web  theory: 

The  mental  reaction  of  the  German  people  to  air  attack  is  significant.  Under 
ruthless  Nazi  control  they  showed  surprising  resistance  to  the  terror  and 
hardships  of  repeated  air  attack,  to  the  destruction  of  their  homes  and 
belongings,  and  to  the  conditions  under  which  they  were  reduced  to  live. 

Their  morale,  their  belief  in  ultimate  victory  or  satisfactory  compromise, 
and  their  confidence  in  their  leaders  declined,  but  they  continued  to  work 
efficiently  as  long  as  the  physical  means  of  production  remained.  The 
power  of  a  police  state  over  its  people  cannot  be  underestimated.^*^ 

The  results  of  this  war  and  those  to  come  support  the  notion  that  predicting  and 
measuring  the  impact  of  bombing  on  the  intangible  of  national  will  is  difficult,  if  not 
impossible. 

In  the  Pacific,  Japan  would  prove  even  more  susceptible  to  the  concepts  of  the 
industrial-web  theory.  As  a  newly  modernized  nation,  her  industrial  infrastructure  was  less 
efficient  and  robust,  and  less  capable  of  being  dispersed,  than  her  German  ally. 
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Additionally,  Japan’s  industry  relied  on  imported  raw  materials  requiring  open  sea  lines  of 
communication. 

The  original  strategic  bombing  plan  for  Japan  reflected  the  goals  of  the  European 
effort,  namely  to  destroy  the  industrial  and  economic  structure  of  the  country  to  deny 
Japan  the  ability  to  wage  war  and  demoralize  the  population.  However,  fhistrated  by  poor 
weather  and  low  bombing  accuracy.  General  Henry  “Hap”  Arnold  ordered  incendiary  raids 
on  Japanese  cities  in  March  1945.  The  Committee  of  Operations  Analysts  also  proposed 
the  attack  of  cities  to  destroy  industrial  plants,  disrupt  transportation  and  the  labor  force, 
destroy  finished  products,  and  to  attack  the  will  of  the  Japanese  quickly  and  directly.^’ 
Cities  became  a  primary  target,  lowering  iron,  steel,  oil,  bearings,  and  electronics  to  the 
secondary  list.  The  frustrations  of  the  prolonged  war  in  the  Pacific  moved  the  air  planners 
closer  to  a  Douhet-like  solution  than  their  European  counterparts. 

Strategic  bombing  of  the  Japanese  mainland  devastated  the  country.  For  example, 
oil  refinery  output  was  reduced  by  83  percent,  aircraft  engine  plants  by  75  percent, 
electronics  plants  by  70  percent,  and  ordnance  plants  by  28  percent.^*  The  physical 
destruction  of  the  bombing  combined  with  the  interdiction  of  Japanese  shipping,  brought 
industry  to  a  near  standstill.  By  the  end  of  the  war,  most  key  industrial  plants  were  out  of 
the  raw  materials  necessary  to  continue  production.  Strategic  bombing  further  slowed 
industrial  output  by  disrupting  the  civilian  work  force  through  destruction  of  housing  and 
local  transportation. 

The  attacks  on  urban  centers,  combined  with  low  food  production  and  increased 
disease,  greatly  deteriorated  civilian  morale.  The  USSBS  research  indicates  that  by  June 
1945,  68  percent  of  the  Japanese  believed  Japan  would  lose  the  war,  and  “over  one-half 
attributed  the  principal  cause  to  air  attacks,  other  than  the  atomic  bombing  attacks,  and 
one-third  to  military  defeats.  Sixty-four  percent  of  the  population  stated  that  they  had 
reached  a  point  prior  to  surrender  where  they  felt  personally  unable  to  go  on  with  the 
war  .”^^  Post  war  analysis  of  the  Japanese  situation  lead  both  General  Hansell  and  the 
USSBS  to  conclude  that  even  without  the  atomic  bomb,  the  U.S.  could  have  exerted 
sufficient  pressure  on  Japan  through  conventional  bombing  to  cause  her  unconditional 
surrender  prior  to  an  invasion  of  the  mainland.  Such  a  conclusion  was  impossible  during 
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the  war  because  of  a  lack  of  accurate  intelligence  on  the  Japanese  situation. 

Airpower  did  lead  to  victory  without  a  bloody  ground  war  predicted  by  the 
prophets.  The  USSBS  and  most  historians  agree  the  application  of  strategic  airpower  was 
necessary  to  the  victory.  But,  this  case  study  also  points  to  the  extreme  difficulty  in 
predicting  a  cause  and  effect  relationship  when  planning  air  operations.  Strategic  bombing 
of  Germany’s  “industrial  web”  crippled  Germany  in  some  key  areas,  but  left  others 
relatively  unaffected.  The  national  will  aspect  of  the  industrial  web  theory  is  even  more 
difficult  to  validate  through  WW II  results.  In  Germany,  attacks  on  the  social  fabric  had 
the  desired  effect  of  crushing  civilian  morale;  however,  it  did  not  lead  to  the  desired 
objective  of  capitulation  without  marching  into  Germany. 

What  success  this  theory  did  achieve  in  WW  II  it  achieved  because  the  character  of 
the  conflict  and  the  belligerents  coincided  with  the  basic  assumptions  upon  which  the 
theory  was  based.  The  enemies  were  industrialized  nations  with  mass  Second  Wave 
militaries.  Both  Japan  and  Germany,  and  their  respective  militaries,  had  the  industrial  and 
societal  vulnerabilities  which  the  air  theory  sought  to  exploit.  The  model  fit  because  the 
preconditions  were  met.  Where  the  concept  failed,  in  the  minds  of  the  air  theorists,  it 
failed  because  technology,  in  terms  of  precision  and  the  ability  to  attack  persistently,  had 
not  yet  caught  up  to  the  doctrine.  Because  of  the  large  number  of  aircraft  required  to 
strike  individual  target  sets,  the  Allies  had  to  strike  them  in  sequence,  allowing  the  enemy 
to  repair,  recover,  harden,  and  disperse  in  the  intervals  between  strikes.  However,  to  the 
U.S.  Army  Air  Forces,  the  contributions  of  strategic  bombing  to  victory  in  both  theaters 
validated  their  airpower  theories. 

Vietnam 

The  USAF,  having  perceived  true  success  of  its  industrial  web  theory  in  WW  II, 
and  having  considered  the  limited  Korean  War  as  an  anomaly,  continued  to  stress  total 
war  against  an  industrialized  nation  in  its  key  doctrinal  publications.  ’'^  Such  a  theory 
provided  no  flexibility  based  on  the  level  of  the  war,  the  nature  of  the  enemy’s  society,  or 
the  character  of  the  war.  Thus,  the  USAF  entered  Vietnam  wanting  to  apply  unlimited 
(but  non-nuclear)  war  techniques  in  a  limited  war,  and  sought  Second  Wave  COGs  in  a 
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First  Wave  society.  More  fundamentally,  however,  they  desired  to  fight  a  conventional 
military  war  against  an  enemy  fighting  a  more  political  people’s  war  of  nationalism.  The 
U.S.  military’s  inability  to  recognize  these  contradictions  doomed  any  military  campaign  to 
failure,  not  just  strategic  bombing. 

Under  Air  Force  Chief  of  Staff,  General  Curtis  LeMay,  the  Air  Force  sought  to 

apply  the  WW II  industrial  web  theory  to  “accomplish  destruction  of  the  North  Vietnamese 

will  and  capabilities  as  necessary  to  compel  the  Democratic  Government  of .  .  .  Vietnam  to 

cease  providing  support  to  the  insurgencies.  .  .  LeMay’s  planners  envisioned  success 

through  the  destruction  of  North  Vietnam’s  war  making  capability,  their  industrial 

infrastructure,  and  key  organic  systems."’^  President  Lyndon  Johnson,  fearing  a  Soviet  or 

Chinese  response,  rejected  LeMay’s  plan  to  bomb  the  vital  centers. 

In  place  of  strategic  bombing,  Johnson  allowed  the  three  year  “Rolling  Thunder” 

air  operation  beginning  February  1965.’’  He  initially  ordered  the  focus  on  interdiction 

below  the  20th  parallel,^**  but  expanded  the  authorization  to  include  some  petroleum 

targets  further  north  in  June  1966.^^  The  North,  however,  exhibited  no  weakening  in  their 

will  to  continue  the  war,  in  spite  of  the  bombing.  Instead  of  reassessing  their  model  of  the 

North’s  society,  the  JCS  simply  concluded  that  they  had  attacked  the  wrong  node  in  the 

North’s  industrial  web,  and  proposed  attacks  on  the  electrical  power  system.  Johnson  did 

permit  “raids  against  power  transformers,  ammunition  dumps,  and  other  objectives  near 

Hanoi  and  Haiphong,  [but]  the  assaults  barely  hindered  the  enemy.  .  .  .’’’^  Even  with  the 

President’s  approval  for  significantly  increased  bombing  effort  and  increased  target  sets, 

the  Tet  offensive  of  January  1968,  proved  that  Rolling  Thunder  diminished  neither  the 

capability  nor  the  will  of  the  North  to  continue  the  war. 

President  Richard  Nixon,  more  willing  to  increase  the  bombing  scope  and  intensity, 

authorized  the  Linebacker  bombing  operations.  Believing  their  Rolling  Thunder  failure  to 

be  the  result  of  political  limitations,  and  not  a  fundamental  misapplication  of  strategic 

bombing  doctrine,  the  JCS  continued  to  emphasize  a  WW  II  mentality  in  planning. 

As  in  Rolling  Thunder,  the  Joint  Chiefs  targeted  what  they  considered  the 
vital  components  of  the  North’s  industrial  apparatus,  and  once  more  they 
emphasized  the  transportation  system.  Targets  included  rail  lines  and  road 
networks,  bridges,  railroad  yards,  equipment  repair  facilities,  petroleum, 
oil,  and  lubricants  (POL)  storage  areas,  and  thermal  power  plants.  Unlike 
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Rolling  Thunder,  however,  the  chiefs  received  authority  to  attack  the 

various  targets  simultaneously/’’ 

Linebacker  I,  running  from  April  to  October  1972,  elicited  limited  concessions 
from  the  North  but  no  concrete  agreement  to  end  the  conflict.  When  the  peace 
negotiations  stalled  in  late  1972,  Nixon  authorized  Linebacker  II,  the  “Christmas 
Bombings”  around  Hanoi,  to  break  the  impasse.  '*  During  the  reopened  Paris  negotiations 
in  December  1972  and  January  1973,  the  North  Vietnamese  made  the  concessions 
necessary  for  the  U.S.  to  withdraw  “with  honor. 

The  USAF’s  predisposition  toward  total  symmetric  war  tainted  the  conclusions 
they  drew  from  the  war.  They  concluded  that  not  being  allowed  to  apply  the  industrial 
web  concept  of  societal  destruction  and  disruption  from  the  start  of  the  war  caused  the 
defeat.  However,  two  other  more  significant  factors  contributed  to  making  the  limitations 
on  strategic  bombing  irrelevant. 

First,  the  air  doctrine  was  geared  for  the  wrong  level  of  the  enemy’s  society.  Air 
planners  initially  assumed  the  North  to  be  a  Second  Wave  society  highly  reliant  on  what 
little  industry  existed.  In  their  minds,  the  paucity  of  industry  made  that  which  existed  a 
much  more  lucrative  target.  But,  North  Vietnam  was  an  agrarian  society.  For  the  U.S.  to 
have  a  true  impact  on  their  civilization,  attacks  against  the  food  supply  and  population,  not 
industry  would  have  been  more  appropriate.  When  some  in  the  military  did  eventually 
propose  the  bombing  of  irrigation  dikes  for  the  purpose  of  destroying  the  rice  crops,  the 
JCS  and  national  leadership  shunned  the  option.^”  To  them,  the  notion  of  starving  or 
killing  civilians  was  repugnant.  As  with  the  industrial  web  theory,  direct  attacks  on  the 
population  were  a  method  of  last  resort,  and  not  justifiable  or  defensible  in  Vietnam. 

Second,  even  if  the  U.S.  military  had  understood  the  limited  nature  of  the  war  and 
the  level  of  the  enemy’s  society,  strategic  bombing  would  have  failed  from  the  lack  of 
understanding  of  the  true  character  of  the  war.  The  U.S.  never  understood  that  the  North 
Vietnamese  were  fighting  both  a  military  and  a  political  struggle  in  which  all  the  people 
were  weapons.  The  U.S.  turned  to  weapons  to  fight  the  military  battle  in  search  of  victory 
in  the  Western  sense,  but  never  understood  that  bombing  was  an  inappropriate  tool  to 
counter  the  political  struggle.’*'  Robert  McNamara,  former  Secretary  of  Defense, 
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summarized  this  problem  in  1995, 

“Should  we  have  carried  out  Nixon’s  ‘72  bombing  in  ‘66?  The  chiefs  didn’t 
recommend  it  then,  and  it  wouldn’t  have  worked  anyway,  I  was  in  the 
Marianas  during  World  War  II,  and  we  killed  100,000  people  in  Tokyo  in 
one  day  in  1945  with  [conventional]  bombing.  It  didn’t  change  Japanese 
behavior.  Short  of  genocide,  it  is  unlikely  that  you  can  break  a  nation’s  will 
by  bombing.  I  know  of  no  thoughtfiil  analysis  of  the  war  that  says  we 
would  have  won  if  we  had  “unleashed”  our  military.^*^ 

Operation  Desert  Storm 

Precision  guided  munitions  (PGMs)  and  stealth  technology  provided  the  U  S.  the 
means  to  execute  the  essence  of  the  industrial  web  theory  against  Iraq,  means  which  were 
unavailable  in  WW  II  and  just  emerging  during  Vietnam.  The  U  S.  air  concept,  however, 
evolved  beyond  the  pre-WW  II  ACTS  doctrine  to  one  proposed  by  Colonel  John  M. 
Warden  III  in  his  role  as  Deputy  Director  of  Plans  for  Warfighting  Concepts  on  the  USAF 
Air  Staff.  Warden  and  his  Air  Staff  planners  implemented  his  theories  in  an  air  operations 
plan  known  as  Instant  Thunder  which  became  the  foundation  for  the  air  phase  of  the  ODS 
campaign. 

Warden  agreed  with  the  ACTS  theorists  that  the  key  to  quick,  decisive  victory 
against  a  modem  nation-state  was  strategic  air  attack  against  vital  elements  of  the  society, 
and  not  using  airpower  strictly  in  support  of  the  army.  Warden  differed,  however,  in  his 
priorities  of  the  “vital  elements”  and  the  method  of  attack.  Warden  modeled  the  modern 
nation  as  a  system  of  five  rings,  or  centers  of 

Figure  1:  The  Five-Ring  Model 

gravity,  with  increasing  importance  from  the  outer 
to  the  inner  ring.^’ 

Unlike  Hansell  and  the  architects  of  the  industrial 
web  theory.  Warden  placed  “military  and  civil 
leadership”  at  the  center  of  his  model  as  the  most 
important  COG.‘*‘‘  The  remaining  rings  in 
decreasing  priority,  of  “key  production”  (which 
Warden  later  changed  to  “organic  essentials”), 

“infrastructure,”  “population,”  and  “fielded  military  forces,”  bear  a  striking  resemblance  to 
the  categories  targeted  in  WW  II. 
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The  second  subtle  but  more  significant  difference  between  the  two  theories 
concerns  the  method  of  attacking  the  key  targets.  The  industrial  web  theory  sought  the 
sudden  destruction  of  the  key  war  industries  and  organic  systems  to  deny  both  the  enemy 
the  capability  to  wage  war,  and  to  make  the  cost  of  war  unbearable  to  the  leaders  and 
population.  Warden  proposed  the  parallel,  near  simultaneous  attack  against  the  nation’s 
key  strategic  and  operational  vulnerabilities  to  neutralize  the  national  leadership  and 
paralyze  the  entire  societal  system. Regardless  of  the  ring  under  attack,  “all  actions  are 
aimed  against  the  mind  of  the  enemy  command  or  against  the  enemy  system  as  a  whole. 
Thus,  an  attack  against  industry  or  infrastructure  is  not  primarily  conducted  because  of  the 
effect  it  might  or  might  not  have  on  fielded  forces.’”*^  Additionally,  if  the  paralysis  does 
not  convince  the  leadership  to  sue  for  peace,  it  helps  create  the  conditions  to  destroy  the 
enemy’s  forces  in  a  more  efficient  and  less  costly  manner. 

Warden’s  theory  as  applied  to  Instant  Thunder  envisioned  attacks  against  eighty- 
four  Iraqi  targets  designed  to  isolate  Saddam  Hussein  from  his  military  and  the  Iraqi 
people.'*’  The  key  target  categories  of  the  leadership  ring  in  Warden’s  plan  were  the 
Saddam  regime  and  its  associated  command,  control,  and  telecommunications. In  the  key 
production  ring  Instant  Thunder  primarily  targeted  oil,  electricity,  and  nuclear,  biological, 
and  chemical  weapon  production  facilities.  The  rest  of  this  category  consisted  of  “fifteen 
supply  depots,  factories,  and  repair  shops  .  .  .  Instant  Thunder  targeted  rail  yards  and 
rail  and  highway  bridges  in  the  third  ring,  infrastructure.^^  The  Instant  Thunder  plan 
specified  no  targets  in  the  fourth  ring,  population,  as  the  National  Command  Authority 
dictated  minimum  civilian  casualties  and  collateral  damage  as  an  objective.  Warden 
believed,  however,  that  Instant  Thunder  attacks  in  the  other  rings  would  indirectly  target 
the  minds  of  the  population,  psychologically  alienating  them  from  the  Saddam  regime.”  In 
the  fifth  ring,  fielded  militaiy  forces.  Instant  Thunder  targeted  weapons  of  mass 
destruction,  and  elements  which  challenged  the  coalition’s  air  superiority.  The  targets  in 
this  ring  included  Iraqi  airfields,  the  air  defense  headquarters,  air  defense  sector  operations 
centers,  surface-to-air  missile  systems,  and  chemical  and  biological  weapons  plus 
associated  delivery  platforms.^’ 

Even  though  the  target  list  grew  significantly  between  the  completion  of  the 
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original  Instant  Thunder  plan  and  the  start  of  the  war,  the  essence  of  Warden’s  strategic 
concept  remained.  The  strategic  air  operations  successfully  attacked  forty-five  targets  in 
Baghdad  with  minimal  collateral  damage,  disrupting  senior  military  and  civilian  command 
and  control.  Shutting  down  the  Baghdad  electrical  power  grid  further  adding  to  the 
confusion  and  the  shock  to  the  national  system.  The  operations  applied  further  pressure  by 
striking  twenty-eight  petroleum  facilities  and  cutting  off  Iraq’s  production.^’  The  shock  to 
the  Iraqi  system  was  swift,  and  the  paralysis  came  quickly.  Whether  the  paralysis  alone 
would  have  induced  Saddam  to  withdraw  from  Kuwait  is  a  matter  of  speculation  for  the 
final  air  operations  plan  left  him  little  opportunity  to  do  so.  Although  the  air  portion  of  the 
campaign  contained  three  phases — strategic  attack,  air  defense  suppression,  and  attacks 
on  the  Iraqi  army — the  phases  had  significant  overlap  and  Iraqi  armor  units  were  attacked 
starting  the  first  day.^**  What  is  clear,  is  that  the  instant  shock  and  paralysis,  followed  by 
relentless  pressure,  allowed  significant  destruction  of  Iraqi  units  (from  the  air)  throughout 
the  depth  of  the  theater,  greatly  facilitating  the  eventual  ground  operations. 

ANALYSIS  OF  THE  FIVE-RING  MODEL 

Strategic  warfare  provides  the  most  positive  resolution  of  conflicts.  To 
execute  it  well,  however,  we  must  reverse  our  normal  method  of  thinking: 
we  must  think  from  the  big  to  the  .small,  from  the  top  down.  We  must  think 
in  terms  of  systems;  we  and  our  enemies  are  systems  and  subsystems  with 
miHual  dependencie.s.  Our  objective  will  almo.st  always  involve  doing 
something  to  reduce  the  effectiveness  of  the  overall  system.  .  .  . 

Colonel  John  A.  Warden  II 

Warden’s  model  is  more  than  an  updated  version  of  the  industrial  web  theory,  and 
has  application  throughout  a  much  broader  spectrum  of  conflict  and  adversaries.  To 
understand  this  point,  and  to  determine  the  applicability  of  the  model  in  the  future, 
requires  a  deeper  examination  of  Warden’s  theory. 

Nature  of  the  Enemy 

Although  the  USAF  successfully  applied  the  basic  five-ring  model  to  Iraq  in  ODS, 
the  model  applies  not  only  to  Second  Wave  nations,  but  to  any  “strategic  entity.”  Warden 
defines  a  strategic  entity  as  “any  organization  that  can  operate  autonomously;  that  is,  it  is 
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self-directing  and  self-sustaining.”^^  Thus,  he  claims  the  model  to  be  as  applicable  against  a 
guerrilla  organization  or  drug  cartel  as  it  is  against  a  modern,  complex,  industrialized 
nation.  Also,  the  “five  rings”  do  not  constitute  an  “airpower”  model  as  much  as  a  model  to 
analyze  an  enemy  to  determine  its  strategic  and  operational  centers  of  gravity.  The 
operational  artist  must  then  determine  the  weapon  category  for  use  against  those  COGs. 

Critical  to  Warden’s  model  is  the  notion  that  one  must  analyze  and  attack  the 
adversary  as  an  entire  system,  focusing  on  the  system’s  leadership.  To  Warden,  the  “most 
critical  ring  is  the  command  structure,  be  it  a  civilian  at  the  seat  of  government  or  a 
military  commander  directing  a  fleet,  which  is  the  only  element  of  the  enemy  that  can 
make  concessions,  that  can  make  the  very  complex  decisions  that  are  necessary  to  keep  a 
country  on  a  particular  course,  or  that  can  direct  a  country  at  war.”^^  The  desired  impact 
is  on  the  system,  and  not  just  on  the  fielded  forces  of  that  system.  As  Warden  states,  “it  is 
pointless  to  deal  with  enemy  military  forces  if  they  can  be  bypassed,  by  strategy  or 
technology,  either  in  the  defense  or  offense.”^^ 

Another  crucial  aspect  of  the  model  concerning  the  nature  of  the  enemy  is  that  an 
enemy  system  is  not  merely  one  set  of  five  rings,  but  rather  a  series  of  five-rings  within 
rings.  This  idea  allows  planners  to  refine  their  analysis  to  greater  and  greater  detail  from 
the  starting  point  of  the  overall  five-ring  model.  For  example,  within  the  organic  essentials 
ring  of  a  nation-state’s  model  may  lie  electrical  power  and  petroleum  systems,  both  of 
which  can  themselves  be  modeled  by  the  same  five  rings  construct. 

Limited  and  Unconventional  War 

The  lack  of  flexibility  limited  the  early  airpower  theories  such  as  the  industrial  web 
concept.  These  theories  had  real  applicability  only  against  modern  states  in  conventional, 
total  war.  Warden  contends  that  no  such  restriction  exists  in  his  model.  By  envisioning  an 
enemy  as  a  system  of  systems,  each  reflected  by  its  own  five-rings,  a  planner  can  attack  at 
any  desired  level.  If  political  or  physical  limitations  prohibit  attacks  on  an  enemy’s  national 
infrastructure  or  organic  essentials,  then  one  may  have  to  focus  efforts  against  the  systems 
which  lie  in  the  enemy’s  fielded  forces  ring.^^ 
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Problems  with  the  Model 


Warden’s  original  plan  used  the  five-ring  model  in  its  purest  form:  a  parallel 
strategic  attack  generating  such  paralysis  in  the  command  structure  and  organic  essentials 
of  Iraq  that  it  would  compel  Saddam  to  withdraw  from  Kuwait.  The  paralysis  would  occur 
so  suddenly  that  Iraq’s  army  would  be  rendered  irrelevant.  But,  Generals  Horner  and 
Schwarzkopf  did  not  implement  the  Instant  Thunder  plan  in  its  original  form.  The  reasons 
Central  Command  (CENTCOM)  modified  the  plan  are  sound,  and  point  out  two  current 
weaknesses  in  the  model. 

First,  the  nested  nature  of  the  rings  implies  a  similarity  in  the  fundamental  essence 
of  each  ring.  There  are  not  different  types  of  rings,  only  rings  of  different  COG  categories. 
In  actuality,  two  types  of  rings  exist:  those  which  the  system  requires  for  internal 
maintenance  of  functions,  and  those  which  provide  the  interface  outside  the  system  to 
confront  opposing  systems  directly.  In  the  current  five-ring  model,  it  is  the  fielded  forces 
which  provide  the  external  interface,  while  the  other  four  rings  are  necessary  to  sustain  the 
overall  system  and  the  military.  The  CENTCOM  concern  in  ODS  was  that  even  if  the  air 
war  paralyzed  the  internal  system  of  the  Saddam  regime,  the  external  element,  the  fielded 
army,  would  still  present  a  significant  threat  to  friendly  forces.  Figure  2  shows  how  the 
model  might  look  if  one  differentiates  between  internal  and  external  system  elements. 


Figure  2:  The  Modified  Five- Ring  Model 
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The  second  problem,  closely  related  to  the  first,  is  that  the  model  does  not  directly 
force  planners  to  consider  the  factor  of  time  in  the  expected  collapse  of  the  system.  While 
a  successful  attack  on  the  central  leadership  ring  may  indeed  generate  system  failure,  the 
resultant  paralysis  does  not  propagate  instantaneously  through  the  system.  After  the  “head 
is  cut  off,”  the  “body”  may  continue  to  twitch  for  a  period  of  time.  Planners  must  consider 
this  aspect  and  determine  the  degree  to  which  they  must  target  the  fielded  forces  to  ensure 
a  necessary  level  of  friendly  protection. 

Even  with  these  two  problems,  the  essence  of  the  five-ring  model  proved  its  worth 
in  the  Persian  Gulf  Emphasizing  the  concept  of  parallel  attack  on  prioritized  strategic 
centers  of  gravity  created  the  conditions  for  a  rapid  ground  phase  with  impressively  low 
casualties.  The  issue,  though,  is  whether  or  not  the  model’s  utility  projects  into  the  future 
of  the  RMA. 

INTO  THE  REVOLUTION 

Since  Operation  DESERT  STORM,  there  has  been  a  focus  on  the 
technological  dimension  of  warfare.  The  social  dimension  however,  is  no 
less  important— possibly  even  more.  In  fact,  the  two  cannot  be  separated. 

Social  structures  and  social  needs  produce  technological  innovation, 
while  that  innovation  in  turn  affects,  and  sometimes  transforms,  the  social 
system  out  of  which  it  has  developed. 

Sir  Michael  Howarcf^ 

With  the  global  emergence  of  the  information  era  comes  the  question  of  whether 
the  current  strategic  airpower  theories  remain  viable.  Three  key  interacting  elements 
impact  this  question;  how  this  journey  into  the  Third  Wave  transforms  societies,  the  nature 
and  character  of  the  RMA  which  may  accompany  such  a  transformation,  and  the  future 
character  of  war.  Not  all  nations  will  undergo  this  information  age  shift  leaving  a  world 
mixed  with  First,  Second,  and  Third  Wave  societies  and  militaries.  The  U.S.,  as  part  of  the 
Third  Wave,  must  anticipate  possible  conflicts  with  First  and  Second  Wave  adversaries,  as 
well  as  a  similarly  structured,  or  peer,  enemy.  Therefore,  an  analysis  of  future  airpower 
doctrine  must  go  beyond  a  simple  study  of  information  age  factors  to  include  this  full 
spectrum  of  conflict. 
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The  Third  Wave  Society 

What  are  the  characteristics  of  a  Third  Wave  society  which  may  alter  the  way  the 
U.S.  military  applies  airpower  against  that  society?  The  Tofflers  describe  the  following 
key  features  which  summarize  the  most  common  beliefs  in  what  the  Third  Wave  will 
bring.^'  These  features  provide  a  convenient  starting  point  for  an  analysis  of  how 
Warden’s  model  might  apply  to  a  post-industrial,  information-based  entity. 

“Factors  of  Production  and  Intangible  Values”:  An  information  based  society 
has  knowledge  as  the  primary  input  into  the  economy.  This  contrasts  with  First  Wave 
societies  where  land  is  the  most  vital  form  of  production,  or  with  Second  Wave  nations 
which  rely  on  labor  and  raw  materials.  Knowledge  does  not  completely  replace  land, 
labor,  and  raw  materials,  but  it  can  reduce  the  amount  of  each  the  society  requires,  and  it 
thus  becomes  dominant.  The  strength  of  a  Third  Wave  nation  is  no  longer  measured  in 
terms  of  tangible  values  such  as  numbers  of  factories  or  quantity  of  raw  materials.  The 
new  measure  of  value  becomes  the  society’s  ability  to  generate  and  apply  knowledge.  This 
implies  that  the  society’s  strength  moves  away  from  the  physical  domain  of  industry  and 
production,  and  into  a  cybernetic  domain  where  knowledge  use  manifests  itself  as  the 
interaction  between  humans  and  technology.  Therefore,  an  information  based  society  also 
creates  a  greater  demand  for  skilled,  educated  labor  as  compared  to  a  mass  industrial  or 
agrarian  economy. 

“De-Massification”:  The  Third  Wave  society  will  move  away  from  large  mass 
production  factories  to  small,  interacting,  specialized  production  facilities.  As  computers 
and  robotics  replace  the  formerly  labor  intensive  production  processes,  “niche”  companies 
will  be  better  able  to  respond  quickly  to  customer  needs.  Such  a  trend  is  already  appearing 
in  U.S.  businesses. 

“Innovation  and  Scale”;  As  the  pace  and  rate  of  market  competitions  continue  to 
increase,  companies  will  place  a  greater  premium  on  innovation  to  stay  ahead  in  the 
marketplace.  Aided  by  information  technology  and  pushed  by  the  need  to  innovate,  the 
size  of  work  units  will  decrease. 

“Organization”:  Bureaucratic,  top-down  hierarchies  will  disappear,  replaced  by 
more  horizontal  structures.  Such  organizations  allow,  and  take  greater  advantage  of,  the 
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flow-of  information  and  its  translation  into  a  product. 

“Systems  Integration”;  Information  technology  will  allow  greater  complexity 
within  organizations  which  must  constantly  adapt  to  maintain  their  advantage.  Such 
organizations  require  advanced  forms  of  systems  integration  on  a  day-to-day  basis. 

“Infrastructure”:  The  iron,  steel,  and  concrete  infrastructures  which  define 
Second  Wave  societies  will  become  less  important  than  computer-based  informational 
systems  and  networks. 

“Acceleration”:  The  explosion  of  information  technologies  will  create  an 
exponential  rise  in  the  rate  of  change  occurring  in  the  economy  and  the  military.  The 
increased  pace  and  volume  of  knowledge  and  information  exchange  will  likewise  spark 
innovation  at  a  quicker  rate. 

These  fundamental  changes  have  significant  implications  for  doctrine  and  strategy. 
As  knowledge  and  information  become  sources  of  strength  for  a  nation,  they  will  generate 
new  strategic  centers  of  gravity,  produce  new  concepts  and  tools  for  conducting  war,  and 
fundamentally  affect  the  character  of  certain  forms  of  conflict.  The  impact  is  greatest  when 
a  Third  Wave  shift  also  gives  rise  to  a  revolution  in  military  affairs. 

The  RMA  Impact 

To  determine  the  impact  on  future  Air  Force  doctrine,  one  must  translate  the 
generalities  of  Third  Wave  society  into  the  more  military  specific  RMA.  A  true  RMA  is 
not  just  introduction  of  a  revolutionary  technology,  but  rather  '"a  fundawental  advance  in 
technology,  doctrine  or  organization  that  renders  existing  methods  of  conducting  warfare 
obsolete.  Within  the  RMA  and  its  technological,  intellectual,  and  organizational 
components,  technology  may  not  be  the  most  critical  element  of  the  RMA.  The  revolution 
wrought  by  Napoleon  principally  depended  on  organizational  and  doctrinal  factors  within 
the  larger  societal  shift  to  nationalism.  The  more  cogent  of  the  RMA  studies  to  date  do 
consider  all  three  elements  and  provide  a  framework  for  further  analyzing  the  future 
applicability  of  the  five-ring  model  from  within  an  RMA  based  military. 

Technological:  Analyst  Frank  Kendall  cites  the  technologies  fueling  the  current 
RMA  as  “1)  sensors  for  broad  area  search  with  targeting  quality  resolution;  2)  near 
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real-time  data  processing  and  communications  to  support  mission  planning  and  attack 
execution;  and  3)  highly  lethal  precision  attack  weapons.”^’ 

Improved  area  sensors  will  allow  continuous,  real-time  observation  of  signature 
producing  objects  throughout  the  depth  of  the  theater  of  war.  Large  platform  sensors  such 
as  satellites,  the  E-3  Airborne  Warning  and  Control  System  (AW ACS),  and  the  E-8  Joint 
Surveillance  and  Target  Attack  Radar  system  (JSTARS)  currently  represent  the 
state-of-the-art  in  this  area  but  may  not  adequately  project  into  the  future.  Martin  Libicki 
of  the  Institute  for  National  Strategic  Studies  believes  these  vulnerable  platforms  fail  to 
take  advantage  of  the  revolution  in  microelectronics  and  information  technology.  He 
envisions  a  distributed  network  of  numerous  small,  low  cost  (possibly  disposable),, 
airborne  and  ground  sensors  seeking  a  variety  of  signatures,  and  able  to  provide  target 
indications  to  the  command  structure  or  directly  to  a  weapon.^"*  Just  as  in  an  information 
based  economy,  this  concept  takes  advantage  of  the  low  cost  of  computing  and 
communications  technologies,  and  security  through  redundancy,  dispersion,  and  a 
flattened  hierarchy. 

The  rapid  evolution  of  civilian  communications  technology  will  have  a  profound 
effect  on  the  battlefield.  Telecommunications  advances  are  producing  data  and  voice 
transmission  capabilities  in  smaller  packages  allowing  greater  distribution  of 
communications  units.  The  same  trend  which  created  the  palm  size,  low  cost  cellular 
phone  in  less  than  a  decade  shows  no  signs  of  abating.  This  aspect  of  the  revolution 
impacts  human  -  human,  human  -  machine,  and  machine  -  machine  interactions. 

One  technological  aspect  of  the  RMA  which  takes  advantage  of  the  improvements 
in  sensors,  computing  power,  and  communication  is  the  precision  guided  weapon.  Current 
precision  weapons,  with  man-in-the-loop  guidance  can  achieve  better  than  three  foot 
circular  error  probable  (CEP)  accuracy.^^  Combined  with  advanced  sensors  and  navigation 
computers,  weapons  under  development,  such  as  the  Joint  Direct  Attack  Munition 
(JDAM)  and  the  Tri-Service  Stand-off  Attack  Missile,  will  achieve  these  same  accuracies 
with  autonomous  guidance  and  increased  stand-off  range. 

The  true  advances  will  come,  however,  with  the  innovative  integration  of  these  and 
other  technologies  to  create  synergistic  capabilities.  For  example,  Libicki  envisions  using 
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the  sensor  network  to  provide  precise  target  location  information  to  a  sensor-less 
autonomous  weapon.®^  In  this  way,  an  existing  information  network  allows  a  lower  cost 
kill  mechanism  which  may  increase  the  number  available  for  use.  The  USAF  is  already 
studying  sensor-to-shooter  technologies  where  advanced  airborne  sensors  can  detect  a 
mobile  target  and  provide  real  time  target  location  information  to  an  autonomous 
precision  weapon  already  in  flight. 

Intellectual:  A  number  of  strategists  predict  some  common  doctrinal  trends  within 
the  RMA.  Despite  differences  in  terminology,  most  agree  the  RMA  will  include  the 
concepts  of  information  dominance,  disengaged  combat,  non-linear  warfare,  and  synergies 
through  jointness. 

Information  dominance  is  not  a  new  concept  in  warfare.  The  notion  of  learning  as 

much  about  the  enemy  as  possible  while  hiding  one’s  own  intentions  can  be  found  in  the 

writings  of  Sun  Tzu  in  the  sixth  century  B.C.  What  changes  with  the  current  RMA  is  the 

relative  importance  of  information  and  the  speed  with  which  it  flows.  Just  as  in  the  Third 

Wave  society,  this  RMA  pushes  knowledge  to  the  forefront,  and  raises  the  value  of 

dominating  the  transfer  of  this  knowledge. 

Knowledge  of  the  enemy’s  location  provides  the  basis  for  military  action. 

Precise  location  of  enemy  targets  is  necessary  for  precision-guided 
munitions.  Amid  the  swift  pace  of  modern  battle,  the  rapid  exchange  of 
information  about  the  status  of  the  fight  and  reliable,  real-time  command 
and  control  are  indispensable  to  success.  To  achieve  mastery  of  this  realm, 

U.S.  forces  will  seek  mformation  dominance  [emphasis  in  original] — 
acquiring  the  necessary  information  for  friendly  forces  while  denying  it  to 
the  enemy.^^ 

While  the  need  for  information  dominance  is  widely  accepted,  specific  applications 
are  far  less  clear.  “Blinding”  the  enemy  on  the  battlefield,  such  as  the  Coalition  did  in  ODS 
by  destroying  the  Iraqi  means  to  gather  intelligence,  represents  one  form  of  information 
dominance.  The  concept  is  much  larger  in  the  RMA.  At  the  national  strategic  level,  for 
example,  one  may  also  desire  to  limit  the  political  leadership’s  access  to  their  people  by 
controlling  or  disrupting  the  local  media,  telephone,  and  computer  networks.  Dominating 
information  does  not  necessarily  imply  the  use  of  destructive  force,  nor  is  it  restricted  to 
the  technological  nodes  of  an  information  system  or  network.  The  nature  of  the  enemy’s 
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society,  military,  and  the  conflict  will  dictate  the  proper  targets  and  means  for  dominating 
information.  As  one  example,  “information  war  in  unconventional  conflicts  will  rely  on 
human  intelligence,  special  forces,  and  advanced  sensors  capable  of  detecting  guerrilla 
groups.  It  also  suggests  an  expanded  role  for  psychological  operations  and  civil  affairs 
units.  .  . 

The  importance  of  information  dominance  generates  the  associated  concept  of 
information  superiority.  It  appears  that  gaining  and  maintaining  information  superiority  as 
a  first  step  in  a  future  conflict  will  become  as  critical  as  gaining  and  maintaining  air 
superiority  is  today.  Just  as  air  superiority  is  not  an  end  in  itself,  information  superiority  is 
an  enabling  factor  which  maximizes  the  effects  of  all  other  efforts. 

The  second  intellectual  concept  of  the  RMA  is  that  of  disengaged  combat.  A 
continuous  trend  throughout  the  history  of  warfare  is  the  dispersal  of  the  battlefield  as 
improved  weapons  allowed  greater  individual  firepower  and  made  concentrated  forces 
much  more  vulnerable.®^  The  technology  of  the  RMA  will  continue  this  trend  as  advanced 
militaries  increasingly  rely  on  long  range,  stand-off,  precision  weapons  and  sensors  to 
strike  at  great  range.  Because  the  character  of  all  conflicts  does  not  lend  itself  to  this  type 
of  warfare,  however,  autonomous  stand-off  weapons  will  not  completely  replace  direct 
fire,  manned  weapons.  But,  the  threat  of  weapons  of  mass  destruction  and  the  increased 
pressure  to  minimize  friendly  casualties,  combined  with  the  technological  advances,  will 
reinforce  the  trend  to  disengaged  combat  especially  against  an  industrial  or  post  industrial 
adversary.  As  one  strategist  stated. 

In  high-intensity  war  between  modem  states,  moreover,  close  contact  is 
becoming  increasingly  lethal.  The  RMA  is  making  it  easier  for  military 
forces  to  locate  and  destroy  the  enemy  that  at  any  time  in  history.  One  need 
only  imagine  what  a  war  would  be  like  between  t^’o  [emphasis  in  original] 
sides  with  the  U.S.  capabilities  displayed  in  the  Gulf  Eventually,  the 
movement  of  large-scale  forces  on  the  battlefield  may  be  tantamount  to 
suicide,  and  modem  mechanized  warfare  may  become  the  contemporary 
equivalent  of  the  Somme.™ 

The  third  intellectual  concept  of  the  RMA  is  civilianization  of  war  which  involves 
the  “transfer  of  militarily  relevant  work  once  carried  out  by  military-specific  industries  to 
civilian-oriented  industries  instead.”’’  Unlike  the  large  weapons  platforms  of  the  Second 
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Wave  era  which  relied  on  a  defense  industrial  base  for  manufacture,  information 
technologies  are  derived  from  the  commercial  sector.  Two  factors  cause  this.  First, 
information  technologies  are  inherently  dual  use.  Mass  civilian  consumption,  not  the 
relatively  low  consumption  by  the  military,  primarily  drives  innovation  in  these 
technologies.  Second,  competitive  factors  in  the  civilian  sector  increase  the  pressures  to 
produce  these  technologies  at  lower  cost. 

Civilianization  has  profound  implications.  Proliferation  of  technologies  with 
military  potential  will  be  impossible  to  control.  With  a  high  rate  of  innovation  in  these 
industries,  the  risk  of  technological  surprise  or  neutralization  of  a  technological  advantage 
increases.  As  the  Toflflers  point  out, 

in  a  Third  Wave  world,  in  which  both  technologies  and  products  diversify 
to  meet  the  demands  of  de-massified  markets,  the  number  of  items  with 
dual-use  potential  grows.  And  when  we  look  beyond  products  and 
technologies  to  their  components  and  subtechnologies,  the  number  of 
potential  military  permutations  skyrockets.  ...  In  turn,  the  veiy  diversity  of 
products  and  technologies  translates  into  a  far  greater  diversity  of  weapons 
as  well.’^ 

A  fourth  intellectual  implication  of  the  RMA  is  increased  synergy  through 
jointness.  Just  as  in  the  Third  Wave  society  in  general,  the  information  age  creates  the 
potential  for  networked  systems  and  shared  data  across  service  lines.  Those  militaries 
wishing  to  reap  the  full  benefits  of  the  RMA  will  strive  for  this  integration  and  its 
synergistic  results.  Information  in  a  theater  of  war  must  be  readily  available  to  all 
appropriate  users  regardless  of  the  source.  Additionally,  “advances  in  military  technology 
have  made  synergy  more  important  than  ever.  The  faster  and  more  precise  war  becomes, 
the  more  need  there  is  for  tight  and  continuous  cooperation  among  various  kinds  of 
forces.  .  .  .  The  ability  of  units  to  move,  on  the  ground  or  in  the  air,  with  lightning  speed 
will  be  wasted  if  the  command  and  control  system  cannot  keep  up.”^’ 

The  fifth  intellectual  characteristic  is  the  execution  of  simultaneous  operations. 
While  the  previous  factors  are  enabling  elements  in  conducting  war,  this  characteristic 
more  directly  represents  a  shift  in  the  actual  conduct  of  war.  Defense  analyst  Dr.  Jeffrey 
Cooper  defines  the  current  RMA  at  the  operational  level  as  “a  (massively)  parallel  series 
of  synchronized  integrated  operations  conducted  at  high-tempo,  with  high  lethality  and 
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high  mobility,  throughout  the  depth  and  extent  of  the  theater,  intended  to  force  the  rapid 
collapse  of  both  the  enemy’s  military  power  and  the  enemy’s  will.”^‘*  Once  the  sole  domain 
of  aerospace  forces,  fiiture  modern  weapons  of  all  services  will  fit  this  definition. 

Organizational:  Military  organizations,  like  the  Third  Wave  corporation,  will 
adopt  the  concept  of  decentralized  decision  making  with  “the  decisional  authority  .  .  . 
being  pushed  to  the  lowest  possible  level.””  The  increased  tempo  of  Third  Wave  warfare 
drives  the  need  to  shorten  decision  and  execution  cycles.  This  in  turn  forces  the 
replacement  of  bureaucratic,  vertical  hierarchies  with  flatter,  horizontal  structures. 
Restructuring  also  decreases  the  vulnerability  of  the  “inner  ring”  command  structure.” 

The  Future  Character  of  War 

Just  as  the  shift  to  the  Second  Wave  did  not  eliminate  conflict  with  First  Wave 
societies,  as  evidenced  by  Vietnam,  the  shift  of  various  nations  to  the  information  age  does 
not  eliminate  the  possibility  of  current  war  forms.  The  future  of  conflict  only  becomes 
more  complex  as  the  new  variables  of  the  Third  Wave  revolution  are  inserted  into  the 
equation.  Any  theory  or  doctrine  which  focuses  exclusively  on  a  single  war  form  or  class 
of  adversary  will  lose  its  viability  and  credibility. 

Historically,  militaries  tend  to  apply  new  technologies  with  their  current, 
inappropriate  doctrine,  for  war  against  known  enemies.  Thus  the  Allies  applied  the 
airplane  to  artillery  spotting  and  ground  unit  support,  and  the  tank  in  support  of  infantry 
attacks  through  most  of  WW  I.  Only  when  doctrine  and  organization  changed  to  match 
the  potential  of  the  new  technologies  did  the  true  RMA  occur.  The  true  payoff  of 
revolutionary  technology  is  not  realized  unless  it  is  used  in  revolutionary  ways. 

The  current  RMA  is  susceptible  to  the  same  problems.  Arguments  that  change  is 
unnecessary  because  no  threat  exists  today  that  can  challenge  the  U.S.  in  its  technological 
superiority  can  be  dangerous.  Equally  dangerous  is  the  narrow  viewpoint  which  focuses 
exclusively  on  a  Second  Wave  threat.  Both  arguments  over  simplify  a  complex  and 
unpredictable  future.  Warfare  will  continue  to  occur  against  a  variety  of  threats. 

In  addition  to  the  national  industrial  age  militaries  such  as  Iran,  Iraq,  North  Korea, 
or  India,  other  levels  of  threats,  either  existing  or  emerging,  may  pose  problems  to  U.S. 
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national  security.  Historian  Martin  van  Creveld  posits  a  second  type  of  threat  from 
“terrorists,  guerrillas,  bandits  and  robbers.  .  .  Van  Creveld  envisions  a  future  of 
disintegrating  nation  states  where  protracted  and  bloody  low  intensity  conflict  between 
sub-national  and  extra-national  groups,  defined  along  ethnic,  linguistic,  religious,  or 
cultural  lines  prevails. 

A  more  dangerous  threat  is  that  of  the  Third  Wave  peer  competitor.  The  current 
lack  of  such  an  opponent  should  in  no  way  imply  that  it  cannot  emerge.  Throughout  the 
history  of  war,  technological  or  doctrinal  asymmetries  have  been  short-lived.  The 
mismatch  of  Desert  Storm  may  not  appear  in  the  next  major  war  the  U  S.  fights  as 
countries  study  the  lessons  from  that  conflict  and  attempt  to  neutralize  U  S.  advantages. 
This  threat  may  arise  from  a  transformed,  advance  Second  Wave  nation,  or  from  a  lower 
level  nation  which  bypasses  the  development  of  a  mass  military  and  leaps  forward  into  an 
information  age  approach.  Whatever  the  source,  this  entity  will  most  likely  undergo  an 
information  age  RMA  and  assume  the  characteristics  described  in  the  previous  section. 

AIRPOWER  IN  THE  RMA 

We  are  standing  today,  not  at  the  end  of  history  hut  at  a  historic  turning 
point.  Just  as  Alexander 's  exploits  only  reached  the  Middle  Ages  as  a  dim, 
fantastic  tale,  so  in  the  future  people  will  probably  look  back  upon  the 
twentieth  century  as  a  period  of  mighty  empires,  vast  armies,  and 
incredible  fighting  machines  that  have  crumbled  into  dust.  Nor  is  it  even 
likely  that  their  demise  will  be  regretted,  given  that  each  age  tends  to 
consider  itself  the  best  of  all  and  to  grade  the  past  in  accordance  as  it  led 
to,  or  detracted  from,  the  things  that  are  considered  valuable  at  present. 

Martin  van  Creveld,  1991  * 

An  understanding  of  the  Third  Wave  society,  RMA,  and  character  of  potential 
conflict  leads  to  the  question,  “to  what  degree,  if  any,  do  these  factors  impact  the  five-ring 
model  as  applied  to  airpower?”  Because  future  warfare  can  take  on  an  increasingly  diverse 
set  of  characteristics,  one  cannot  answer  this  question  by  analyzing  a  single  or  most  likely 
form  of  war.  Therefore,  this  section  analyzes  the  applicability  of  the  model  within  the  four 
contexts  of  the  previous  section — against  an  unconventional  or  niche  adversary,  against  a 
Second  Wave  adversary,  against  a  Third  Wave  society  without  an  RMA  based  military. 
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and  against  a  peer  competitor  which  operates  an  RMA  based  military  within  a  Third  Wave 
society.  In  each  case,  the  U.S.  military  is  assumed  to  have  undergone  an  RMA 
transformation  within  a  Third  Wave  shift  of  the  American  society.  The  analysis  uses  three 
criteria  to  assess  the  five-ring  model  in  each  case;  1)  Can  the  model  discern  appropriate 
centers  of  gravity  if  properly  applied?,  2)  Is  airpower  the  appropriate  tool  to  strike  the 
COGs  identified  in  the  model?,  and  3)  Based  on  the  answers  to  questions  1  and  2,  does 
the  model  require  any  modification  to  increase  its  utility? 

Case  1:  The  Unconventional  or  Niche  Adversary 

Regardless  of  whether  these  adversaries  result  from  intra-state  conflict  as  Van 
Creveld  describes,  or  from  a  developed  nation  which  adopts  a  dissimilar  mode  of  war  to 
counter  the  U.S.,  they  pose  numerous  problems  to  a  Third  Wave  military.  The  variety  in 
this  war  form  is  limitless.  The  mode  of  warfare  may  be  guerrilla,  irregular,  or 
unconventional.  The  type  of  war  may  be  revolutionary,  civil,  or  limited.  The  means  of  war 
will  include  political  action  as  much,  if  not  more  so,  than  military  action.  Finally,  the 
possible  religious  or  ethnic  nature  of  these  wars  will  inflame  the  passions  of  entire 
populations,  making  the  assumption  of  rational  actors  a  dangerous  one.  The  environments 
may  include  jungle  and  urban  terrain.  The  weapons  may  be  “low-technology,”  hand 
carried,  and  emitting  low  signatures,  conditions  which  mitigate  against  the  exploitation  of 
information  age  technologies.  The  niche  players  realize  they  cannot  counter  the  U.S. 
through  modem  conventional  means  and  instead  resort  to  low  technology  methods  of 
sabotage  and  terrorism  that  may  include  nuclear,  chemical,  or  biological  weapons  either  in 
theater,  or  within  the  U.S.  They  will  seek  an  asymmetric  response  that  neutralizes  a  U.S. 
technological  advantage  and  dismpts  the  U.S.  objective  of  short,  decisive  combat  with 
minimum  friendly  casualties. 

Even  with  a  technologically  limited  adversary,  the  five-ring  model  is  still  valid  in 
identifying  their  COGs.  As  Warden  states,  while  one  can  model  all  strategic  entities  with 
the  five  rings,  the  content  and  the  “vulnerabilities  of  the  rings  clearly  change  from  one 
societal  system  and  one  historical  period  to  another.”^^  The  infrastructure  and  organic 
essentials  may  be  more  primitive  and  non-electronic;  however,  any  guerrilla,  terrorist,  or 
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other  irregular  military  organization  will  still  have  essentials  required  for  their  particular 
form  of  struggle.  The  model  provides  the  broad  categories  that  constitute  a  system,  but  it 
is  up  to  the  operational  artist  to  determine  the  specific  elements  of  each  category. 

One  must  use  Warden’s  model  properly,  mindful  of  its  contextual  elements.  For 
example,  simply  recognizing  the  need  to  identify  COGs  does  not  necessarily  lead  to  the 
correct  COGs.  As  in  any  use  of  the  five-ring  model,  the  level  and  quality  of  intelligence 
gathering  and  interpretation  determines  the  appropriateness  of  the  attack  plan.  The  danger 
in  assessing  these  unconventional  and  possibly  First  Wave  entities  by  a  Third  Wave 
military  is  that  the  latter  may  rely  too  heavily  on  advanced  technical  means  which  will  have 
limited  applicability  and  usefulness  in  the  situation.  For  many  of  these  wars,  there  will  be 
no  substitute  for  human  intelligence,  especially  when  the  enemy  uses  few  electronic  means 
of  communication,  and  is  dispersed  throughout  a  population. 

This  type  of  war  also  lessens  the  impact  of  other  RMA  characteristics.  The  scarcity 
of  appropriate  targets  for  precision  weapons  and  advanced  sensors  diminishes  the 
advantage  of  disengaged  combat.  In  fact,  when  one  becomes  unable  to  locate  targets  with 
signatures,  disengaged  combat  may  become  impossible.  Information  dominance,  in  the 
contemporary  technical  definition,  loses  some  relevance  against  an  adversary  who  uses 
human-to-human  transmission  of  information.  One  may  require  non-technical  means  of 
achieving  this  dominance.  Finally,  the  concept  of  high-tempo,  high-lethality,  simultaneous 
operations  will  rarely  be  useful  against  this  type  of  enemy  because  of  their  elusive  nature 
and  blending  with  the  indigenous  population.  These  entities  will  intentionally  protract  the 
conflict  and  seek  sanctuary  in  areas  that  risk  high  collateral  damage  to  offset  indirectly  the 
U.S.’s  technical  advantages. 

Even  if  one  properly  identifies  the  ring  elements  in  this  case,  airpower  will  often  be 
an  inappropriate  means  of  attack.  Even  Warden  concedes  that,  “air  is  of  marginal  value  in 
a  fight  against  self-sustaining  guerrillas  who  merge  with  the  population.  In  this  case,  no 
significant  target  exists  for  air  attack.”*®  This  is  not  to  say  that  airpower  supporting  special 
operations  or  psychological  warfare  would  not  be  useful.  Advanced  information  age 
communications  and  sensors  may  also  be  of  some  benefit  even  if  they  do  not  provide  the 
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large  relative  advantage  that  they  might  in  a  different  form  of  war,  or  against  an  enemy 
who  relies  more  on  technology. 

For  this  case,  then,  the  five-ring  model  requires  no  modification.  One  must  use  it, 
as  Warden  cautions,  with  a  clear  understanding  of  the  character  of  the  conflict  and  the 
nature  of  the  enemy.  If  the  USAF  had  used  the  five-ring  model  in  Vietnam  but  still  based 
its  use  on  the  assumption  that  North  Vietnam  was  a  modem  industrial  nation,  the  outcome 
would  still  have  been  a  failure.  For  this  type  of  war,  the  most  difficult  task  for  an  RMA 
based  USAF  will  be  to  develop  an  appropriate  strategy  that  incorporates  modem 
technologies  in  support  of  special  operations  or  infantry  intensive  activities. 

Case  2:  The  Second  Wave  Adversary 

The  U.S.  in  ODS  was  not  so  much  an  RMA  based  force  as  it  was  a  Second  Wave 
military  with  refined  organization,  force  stmcture,  and  doctrine,  integrated  with  current 
information  age  technologies.  Still,  the  results  give  a  hint  as  to  the  advantages  a  Third 
Wave  military  might  have  against  a  Second  Wave  foe.  This  form  of  asymmetry,  unlike  the 
Third  Wave  -  First  Wave  conflict,  plays  to  the  strength  of  the-Third  Wave  force.  Large 
mechanized  forces  using  electronic  command  and  control  emit  intense  signatures. 
Additionally,  they  rely  on  an  industrial  infrastmcture  interconnected  with  complex  lines  of 
communication — both  very  susceptible  to  strategic  attack. 

As  it  did  in  ODS,  the  five-ring  model,  when  properly  applied,  works  well  against 
an  industrialized  enemy.  The  large,  physical  nature  of  the  key  elements  comprising  an 
industrial  society  and  military  creates  an  easier  problem  of  assessing  and  modeling  the 
enemy’s  strategic  system  than  found  in  the  previous  case.  Again,  the  most  difficult  aspect 
is  gathering  and  interpreting  the  appropriate  intelligence  to  model  properly  the  opposing 
system  and  subsystems  in  order  to  identify  the  vulnerable  nodes  for  destruction.  A  clear 
understanding  of  the  political  objectives  and  end  state  is  a  critical  aspect  of  this  analysis  as 
it  may  force  limitations  on  the  attack  of  certain  rings. 

This  case  allows  the  optimum  means  of  attack  in  the  form  of  parallel,  simultaneous 
operations  with  the  objective  of  strategic  system  paralysis.  In  this  asymmetric  war,  the 
RMA  based  military  will  rapidly  gain  information  superiority,  gathering  information  on  the 
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enemy  while  blinding  his  ability  to  do  the  same.  Strikes  against  the  Second  Wave  military 
will  consist  of  long  range  stand-off  precision  weapons  to  simultaneously  disrupt  or  destroy 
the  leadership  ring,  destroy  those  long  range  weapons  posing  an  immediate  threat  to 
friendly  forces,  and  attacking  the  critical  aspects  of  the  remaining  four  rings  as  identified  in 
the  analysis  phase.  The  means  available  to  the  future  generation  RMA  based  military 
permits  a  greater  degree  of  parallel  attack,  even  more  compressed  in  time  than  was 
demonstrated  in  ODS.  The  information  technologies  and  flattened  command  hierarchy 
allows  compression  of  each  phase  in  the  analysis  and  execution  cycle,  thereby  increasing 
simultaneity  and  amplifying  the  degree  of  strategic  shock  and  paralysis.  The  particular 
asymmetry  of  this  case  maintains  the  now  preferred  national  strategic  advantage  of 
minimizing  collateral  civilian  damage  by  its  relatively  short  duration  and  use  of  precision 
weapons. 

Aerospace  power,  for  Case  2,  will  play  a  critical,  and  at  times  dominant,  role  in  the 
joint  application  of  power.  In  the  information  dominance  role,  satellites,  unmanned  aerial 
vehicles  (UAV s)  for  collection  and  electronic  warfare,  air  launched  sensors,  and  airborne 
sensors  will  allow  continuous  information  warfare  throughout  the  depth  of  the  theater. 
Other,  non-aerospace  elements  may  also  be  synergistically  combined  to  perform  this 
function.  In  the  attack  role,  airpower  again  is  an  appropriate  tool  given  its  speed,  range, 
and  lethality,  and  the  distance  and  number  of  the  key  strategic  target  elements  likely  in 
such  a  scenario. 

As  for  the  protection  of  friendly  rings,  the  dispersed  organization,  combined  with 
the  capability  for  disengaged  combat  under  the  RMA  provides  a  greater  degree  of  security 
from  the  most  dangerous  tools  of  the  Second  Wave  military,  weapons  of  mass  destruction. 
Ideally,  though,  if  one  induces  the  paralysis  swiftly  enough  and  targets  these  weapons 
from  the  beginning,  one  may  prevent  their  employment. 

There  are  conceptual  problems  inherent  with  this  type  of  conflict.  Specifically,  the 
means  employed  by  the  information  age  military  indicates  a  potential  weakness  in  the 
model.  The  degree  of  paralysis  is  proportional,  and  the  duration  of  the  conflict  inversely 
proportional,  to  the  level  of  success  in  the  battle  for  information  dominance  at  the  start  of 
the  conflict.  For  example,  the  suppression  or  destruction  of  Iraq’s  early  warning  radars. 
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and  the  disruption  of  communication  flow  between  air  defense  Sector  Operations  Centers 
in  the  opening  hours  of  ODS  permitted  Coalition  air  forces  to  gain  air  superiority  quickly. 
The  Coalition  then  continued  to  “blind”  all  levels  of  the  Iraqi  government  and  military 
command  structure,  and  maintain  control  of  the  air,  facilitating  the  very  one-sided 
outcome.  Information  is  clearly  critical  to  warfare  yet  not  explicitly  portrayed  in  the 
model.  To  Warden,  information  is  the  “gravity  that  holds  the  solar  system  of  the  five  rings 
together”*’ —  it  pervades  the  entire  model.  Even  though  Warden  appreciates  the  vital 
nature  of  information,  the  fact  remains  that  his  model  does  not  force  a  planner  to  consider 
the  distinct  category  of  information  as  a  possible  COG.  Figure  3  proposes  one  possible 
revision  to  the  modified  model  of  Section  4  which  increases  the  prominence  of  information 
by  indicating  its  connectivity  between  all  five  rings. 


Figure  3:  Informational  Five-Ring  Model 


Note  that  the  modified  model  also  recognizes  the  use  of  psychological  elements,  both  from 
the  military  and  the  media,  as  a  means  of  externally  applying  information. 

The  advantages  realized  in  Case  2  are  a  function  of  the  type  of  asymmetry 
encountered.  Of  course,  as  history  shows,  asymmetries  are  never  permanent.  Strategic 
entities  on  the  losing  end  of  such  mismatches  adapt  and  change.  They  either  copy  the 
successful  nation  or  develop  new  technology,  doctrine,  and  organizations  to  overcome  the 
deficiency.  The  rapid  Soviet  military  modernization  after  WW  II  to  include  nuclear 
weapons  and  a  robust  space  program  provides  one  example. 

As  the  U  S.  drives  further  into  the  RMA,  it  seems  unlikely  that  any  nation  which 


studied  the  results  of  ODS  would  challenge  America  in  the  same  Second  Wave  manner, 
attacking  the  strength  of  a  Third  Wave  military,*^  One  option  available  includes  adopting 
an  unconventional  or  niche  form  of  warfare  which  reduces  the  effectiveness  of 
informational  warfare,  prolongs  a  conflict,  and  targets  the  will  of  the  U.S.  population,  in 
essence,  reverting  to  Case  1 .  The  opponent  may  also  resort  to  the  terrorist  type  use  of 
chemical  or  biological  weapons  in  an  attempt  to  generate  a  large  number  of  U.S.  casualties 
and  break  down  U  S.  political  support. 

Case  3:  The  Third  Wave  Society,  Second  Wave  Military 

While  the  shift  to  a  Third  Wave  society  is  a  necessary  condition  for  a  nation  to 
enter  the  informational  RMA  fully,  not  all  nations  that  make  the  societal  shift  will  translate 
that  shift  into  an  RMA.  More  likely,  there  will  exist  a  delay  between  the  societal  shift  and 
overcoming  the  military  inertia  to  commence  the  revolution.  An  industrial  age,  mass 
military  supported  by  a  primarily  informational  age  society  results. 

Because  the  five-ring  model  does  not  assume  one  societal  or  military  form  over 
another,  the  modified  model  of  Case  2  applies  equally  well  here.  Again,  with  the  model 
serving  only  as  a  guideline  for  analysis,  the  true  challenge  lies  in  the  ability  for  the  planner 
to  assess  correctly  the  differing  nature  of  the  military  and  parent  society.  The  Third  Wave 
society  poses  new  challenges  and  difficulties  to  the  intelligence  agencies  attempting  to 
model  it.  De-massification  will  move  essential  production  out  of  centralized,  detectable 
centers.  As  societal  and  economic  organizations  develop  horizontal  hierarchies,  they 
increase  the  difficulty  in  identifying  the  strategic  leadership  ring.  Lastly,  as  the  nation’s 
economic  strength  shifts  to  its  ability  to  generate  and  apply  intangible  knowledge,  analysis 
of  their  organic  essentials  moves  away  from  the  more  classical  definitions,  and  will,  in 
many  ways,  be  more  difficult  to  detect  and  model.  The  model,  then,  is  still  valid,  but  the 
difficulty  in  applying  it  will  increase. 

Assuming  that  strategic  warfare  will  still  require  direct  physical  attacks  on  the 
enemy’s  society,  the  changing  nature  of  the  Third  Wave  adversary’s  society  impacts  the 
utility  of  airpower.  The  factors  of  intangible  values,  de-massification,  and  organization 
which  complicated  the  intelligence  assessment  phase,  also  affect  the  attack  phase. 
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A  Third  Wave  society  moves  its  strength  from  the  macro  to  the  micro  level.  The 
large  industrial  and  infrastructure  complexes,  so  susceptible  to  destructive  bombing,  lose 
their  degree  of  importance  to  the  Third  Wave  economy  and  they  are  replaced  with 
dispersed,  specialized,  small  scale  networks  and  agencies  which  are  less  susceptible  to 
bombing.  This  forces  a  re-evaluation  of  the  use  of  airpower  against  these  societies. 
However,  while  vulnerabilities  in  the  traditional  industrial  COGs  diminish,  new 
vulnerabilities  will  appear: 

Societies  that  depend  on  the  Net  [the  societal  information  network]  can  be 
attacked  by  harming  the  Net  just  as  industrial  societies  can  be  attacked  by 
shutting  down  electricity.  Losing  faith  in  the  Net  is  akin  to  losing  faith  in 
the  State.  Overt  threats  against  the  Net  may  yield  useful  concessions. 

Picking  up  the  right  information  on  the  Net  can  be  used  to  pressure 
individuals.*’ 

Even  though  the  source  of  strength  in  the  Third  Wave  society  is  the  intangible  of 
knowledge,  to  translate  that  source  into  something  useful  requires  the  informational 
connectivity  of  individuals,  organizations,  and  businesses.  Libicki  indicates  that  this 
electronic  network  is  susceptible  to  three  different  modes  of  attack;  physical,  syntactic, 
and  semantic. 

Physical  [emphasis  in  original]  attacks  on  the  electronics  and  wires  of  the 
Net  (switches,  trunk  wires,  major  databases  and  other  key  nodes)  is 
certainly  possible,  but,  in  and  of  itself,  not  a  new  kind  of  warfare. 

Industrial-era  targets  of  the  electricity,  water,  natural  gas,  transportation, 
or  broadcasting  systems  will  remain  equally  juicy  targets.  Moreover,  most 
targets  of  the  Net  are  both  harder  to  find  (because  they  lack  distinguishing 
physical  characteristics),  easier  to  protect  (because  they  tend  to  be 
relatively  small  compared  to  other  key  targets,  and  cheaper  to  make 
redundant  (particularly  the  few  nodes  that  hold  really  critical  data). 

Physical  attacks  will  nonetheless  ensue,  but  society’s  vulnerability  to  them 
can  be  substantially  lessened  by  appropriate  and  not  expensive  measures.*'* 

Syntactic  attack,  on  the  other  hand,  involves  the  insertion  of  a  computer  virus  or  other 
mechanism  which  “disables  the  operations  logic  of  the  Net  and  causes  it  to  crash.”*^  U.S. 
News  &  World  Report  claims  that  U.S.  intelligence  agencies  used  just  such  a  technique 
against  Iraq  before  the  start  of  ODS  by  covertly  installing  a  microchip  containing  a  virus 
into  the  Iraqi’s  French  made  air  defense  computer  system.*®  Semantic  attack,  in  contrast, 
floods  the  network  with  false  statements  or  data  of  the  type  the  system  expects.*’  While 
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such  attacks  may  be  more  difficult  to  execute,  for  the  victim  they  are  much  harder  to 
detect  and  can  devastate  a  network.  The  latter  two  forms  also  cany  the  added  political 
benefit  of  not  putting  civilian  workers  at  risk. 

Thus,  while  destructive  airpower  against  the  society’s  network  elements  may  be 
feasible,  it  may  not  be  the  only,  nor  most  desirable,  form  of  attack  against  information  age 
COGs.  How  the  U.S.  military  might  organize,  train,  and  execute  these  other  “cyberwar” 
techniques  is  beyond  the  scope  of  this  monograph,  but  it  is  nonetheless  critical  for  the 
military  to  study  and  adopt  new,  more  efficient  forms  of  information  warfare.  Syntactic 
and  semantic  attacks  on  networks  also  challenge  the  current  notions  of  bomb  damage 
assessment  (BDA).  In  destructive  attacks,  a  variety  of  ground,  air,  or  space  borne  sensors 
can  detect  results  and  the  degree  of  damage  to  a  large  extent.  Non-destructive  techniques 
leave  no  such  telltale  signature.  Thus,  while  cyberwar  may  accelerate  the  pace  and  tempo 
of  modem  combat,  new  war  forms  may  also  increase  fog  and  friction. 

The  discussion  thus  far  has  focused  on  high  intensity,  strategic  war  in  the  20th 
century  sense  of  attacking  societal  elements.  The  current  case  (Third  Wave  society. 

Second  Wave  military)  generates  another  possibility.  The  shift  to  societal  attack  came 
about  in  the  late  19th  century  when  battles  lost  their  decisiveness  and  became  bloody, 
attritional  conflicts.  If  an  information  age  RMA  allows  decisive  battle  over  a  Second  Wave 
military,  then  it  also  diminishes  the  argument  for  attacking  a  nation’s  civilian  framework, 
and  reopens  the  case  for  strategic  victory  through  the  operational  level  destmction  of  the 
enemy’s  capability  to  fight.  The  arguments  supporting  this  concept  primarily  concern  the 
evolving  Western  notions  of  morality  in  war.  If  the  capability  exists  to  destroy  an  enemy’s 
military  quickly,  with  extremely  low  risk  of  friendly  casualties,  then  it  may  be  difficult  to 
support,  within  the  U.S.  military  and  the  American  public,  the  need  to  bomb  parts  of 
civilian  society.  Additionally,  as  Third  Wave  economies  become  much  more  global  than 
their  predecessors,  the  risk  of  international  repercussions  from  striking  economic  targets 
increases.  If  one  accepts  these  arguments,  then  it  follows  that  airpower  will  play  a 
significant  role  in  this  case  as  an  instrument  of  destruction  of  the  opposing  military  forces 
from  long  range. 

As  to  the  question  of  modifications  to  the  five-ring  model  for  this  case,  it  requires 
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none  beyond  those  already  described.  Whether  the  political  leadership  deems  societal 
attacks  as  necessary  or  to  be  avoided,  the  model  still  applies. 

Case  4:  The  Peer  Adversary 

While  the  current  military  advantage  maintained  by  the  U.S.  seems  unthreatened  in 
the  near  term,  the  chance  of  this  situation  remaining  so  far  into  the  future  is  slim  at  best. 
The  civilianization,  low  cost,  and  global  access  of  information  age  tools  of  war  guarantees 
proliferation.  A  peer  competitor  to  the  U.S.  will  develop,  and  bring  with  it  a  new  set  of 
challenges.  This  Third  Wave  adversary  will  have  likewise  undergone  an  RMA  within  their 
military  and  acquired  the  characteristics  described  in  the  previous  section. 

As  in  Case  3,  the  five-ring  model,  as  modified,  continues  to  be  adequate,  but  only 
with  some  expanded  concepts  of  the  rings.  First,  at  both  the  strategic  and  operational 
levels,  horizontal  hierarchical  organizations  will  disperse  the  leadership  ring  and 
decision-making  process,  increasing  the  difficulty  of  identification  and  disruption  or 
destruction. 

Second,  at  both  levels  of  warfare  again,  the  organic  essentials  and  infrastructure 
rings  depart  from  the  classical  definitions  and  assume  greater  informational  and  high 
technology  characteristics.  Organic  essentials  may  include  the  information  network  which 
ties  a  particular  industry  or  industries  together,  rather  than  the  industries  themselves.  Or,  it 
may  be  an  electronic  banking  network.  Other  information  networks  might  be  considered  as 
critical  infrastructure  components  the  way  rail  and  road  systems  have  been  throughout 
20th  century  warfare. 

Third,  one  must  give  greater  attention  to  the  enemy’s  fourth  ring,  fielded  military. 
This  ring,  with  its  own  stealth,  precision  weapons,  and  advanced  sensors  and 
communications,  poses  a  significant  threat  to  friendly  COGs.  Additionally,  this  ring  will 
contain  the  organizations  and  tools  to  conduct  information  warfare.  To  a  much  greater 
degree  than  in  the  other  cases,  the  concept  of  simultaneous  attack  must  include,  and  not 
bypass,  elements  of  the  military  ring.  The  compressed  decision  and  execution  cycles  of  the 
Third  Wave  society  and  military,  combined  with  decentralized  control,  makes  bypassing 
the  fielded  forces  in  favor  of  greater  effort  against  the  center  ring  a  riskier  endeavor. 
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The  arguments  made  in  Case  3  for  and  against  airpower  usage  when  conducting 
information  war  against  a  Third  Wave  society  equally  apply  here,  The  inclusion  of  an 
RMA  based  enemy  military  in  this  case,  however,  warrants  additional  comments.  First, 
airpower  and  other  forms  of  long  stand-off  weapons  will  increase  in  importance  once  the 
enemy  has  the  ability  to  reach  further  and  with  greater  precision.  But,  the  nature  of 
required  airpower  will  change.  As  the  enemy  also  has  the  capability  to  conduct  parallel 
war  of  paralysis  in  this  case,  winning  information  dominance  assumes  extreme  importance 
and  becomes  more  technical  in  character  than  in  previous  cases.  The  aerial  tools  for 
accomplishing  this  dominance,  either  manned  or  unmanned  platforms,  must  increase  in 
number  relative  to  the  destructive  weapons. 

Additionally,  the  enemy’s  possession  of  advanced  sensors,  including  the  very  real 
possibility  of  counter-stealth  capability,  increases  the  vulnerability  of  an  air  force 
consisting  of  a  few  large,  highly  complex,  expensive,  manned  platforms.  This  symmetric 
Third  Wave  war  raises  the  need  for  many  smaller,  dispersed  sensors  as  opposed  to  a  few 
AW  ACS  and  JSTARS.  It  also  calls  for  large  numbers  of  low  cost,  long  range,  precision 
weapons  not  requiring  penetration  of  enemy  airspace  by  many  manned  platforms. 

None  of  these  issues  generates  a  requirement  to  change  the  modified  five-ring 
model  as  they  are  all  application  issues  and  do  not  indicate  any  fundamental  flaw  in  the 
model  itself  Unlike  the  industrial  web  theory,  this  model  does  not  make  any  inherent 
assumptions  as  to  the  nature  of  the  enemy  society  or  the  character  of  the  war.  That  is  not 
to  say,  of  course,  that  the  model  alone  contains  all  the  right  answers.  It  is  only  a 
framework  for  analysis.  The  proper  application  of  the  operational  art  must  still  contain  an 
objective  and  accurate  assessment  of  the  enemy,  the  conflict,  and  the  environment,  as  well 
as  an  understanding  of  one’s  own  strengths  and  vulnerabilities. 
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CONCLUSION  AND  RECOMMENDATIONS 

Victory  smiles  upon  those  who  anticipate  the  changes  in  the  character  of 

war,  not  upon  those  who  wait  to  adapt  themselves  after  the  changes  occur. 

Air  Marshall  Ghdio  Douhef^ 

The  irony  of  the  end  of  the  cold  war  is  that  the  world  traded  the  stability  of  a 
superpower  stand-off  for  the  uncertainty  of  a  complex  future.  This  future  is  further 
clouded  by  the  emergence  of  the  Third  Wave  society  which  increases  the  permutations  in 
an  already  complex  spectrum  of  war.  From  the  turmoil  of  this  relentless  pace  of  change 
comes  the  need  to  re-evaluate  the  concepts  of  strategic  war  from  the  airpower 
perspective,  for  this  aspect  of  warfare,  perhaps  more  so  than  others,  is  deeply  affected  by 
fundamental  changes  in  societies. 

U.S.  strategic  airpower  theory  at  its  inception  relied  on  a  single,  narrowly  focused 
view  of  the  enemy  and  the  nature  of  war,  concentrating  on  total  war  against  the  modem 
industrialized  nation-state.  Between  1917  and  1949,  such  a  basis  for  the  theory  seemed 
sound  as  the  Army  and  USAF  analyzed  the  airpower  lessons  of  two  world  wars.  It  took 
the  Korean  and  Vietnam  wars  to  highlight  the  inflexibility  and  lack  of  validity  of  the  theory 
when  the  character  of  war  or  the  nature  of  the  enemy  did  not  agree  with  the  underlying 
assumptions.  The  lessons  might  have  been  lost  were  it  not  for  Colonel  John  Warden 
whose  works  stimulated  airmen  to  stress  the  operational  art  in  their  application  of 
airpower,  and  to  analyze  an  enemy  for  its  true,  not  desired,  nature.  His  five-ring  model  and 
concept  of  imposing  strategic  paralysis  through  parallel  war  did  not  represent  Air  Force 
doctrine  during  ODS  in  the  sense  that  his  thoughts  were  not  commonly  shared  beliefs.  The 
bitter  disagreements  within  the  USAF  over  his  Instant  Thunder  plan  attest  to  that  fact. 
However,  the  fact  that  CENTCOM  did  apply  his  theory  in  the  first  phase  of  ODS  with 
great  success,  and  the  increasing  popularity  of  his  concepts  since  the  war,  indicate  the 
relevance  of  his  work.  The  true  test  of  that  relevance  is  how  well  the  model  applies  to  the 
future. 

Unlike  the  industrial  web  theory  which  developed  with  a  single  threat  type  in  mind. 
Warden  designed  the  five-ring  model  more  generically,  treating  all  strategic  entities  as 
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systems  with  certain  common  functional  characteristics.  While  the  model  lists  the  major 
rings,  it  fails  to  list  explicitly  the  material  which  binds  the  rings  together— information. 
Warden  does  not  ignore  information;  his  Instant  Thunder  plan  included  numerous  attacks 
on  information  gathering  and  transmitting  nodes  to  isolate  the  Iraqi  leadership.  But,  as  the 
RMA  brings  with  it  new  concepts  about  information  warfare,  information  itself  may 
become  a  separate  COG  category  or  assume  a  more  prominent  role  in  the  model.  With  this 
modification,  one  can  see  the  model’s  applicability  through  a  wide  spectrum  of  conflict. 

A  more  critical  conclusion  arises  from  the  analysis  of  the  future  relevance  of  the 
five-ring  model.  The  use  of  this  model,  or  any  model,  falls  in  the  category  of  “science  of 
war.”  One  can  understand  the  construct  of  the  rings,  but  miss  Warden’s  intent  behind  the 
model.  The  five  rings  themselves  do  not  provide  a  calculus  for  strategic  warfare.  The  true 
operational  “art”  only  comes  when  one  uses  the  model  with  a  clear  understanding  of  the 
political,  social,  cultural,  ethnic,  demographic,  and  geographic  context  of  the  conflict  one 
is  about  to  enter.  Only  when  one  accomplishes  this  does  the  model  apply  to  the  myriad  of 
conflict  types  possible  in  the  future. 

A  second  important  conclusion  is  that  the  USAF  planner  cannot  blindly  apply  the 
model  in  all  cases  using  the  classical  means  of  strategic  bombing.  Another  essential 
element  of  the  operational  art  is  recognizing  the  appropriate  means  of  attack,  either 
destructive  or  non-destructive,  after  one  identifies  the  COGs.  In  some  cases,  such  as  in 
unconventional,  limited  conflicts,  the  possibility  increases  that  airpower  may  not  be  the 
dominant  means  for  attacking  the  rings.  Likewise,  the  adversary’s  technical  sophistication 
increases,  so  does  the  value  of  airpower,  but  so  do  the  possibilities  to  employ  high- 
technology,  non-aerial  modes  of  information  disruption. 

Additionally,  the  Third  Wave  shift  and  the  RMA,  both  in  the  U.S.  and  with 
potential  adversaries,  is  producing  a  fundamental  change  in  strategic  airpower  thought 
from  what  was  a  fairly  constant  theory  for  most  of  this  century.  While  the  ultimate  “end” 
remains  the  desire  to  force  one  s  will  on  the  enemy,  the  “ways”  to  accomplish  that  change 
in  the  RMA  military.  In  WW II,  strategic  bombing  sought  to  deny  the  enemy  the  capability 
to  fight  by  performing  what  may  be  called  strategic  interdiction,  where  the  Allied  air 
forces  destroyed  war  materiel  at  the  production  source,  or  denied  its  movement  from  the 
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industrial  base  to  the  armies.  An  equal  objective  was  to  destroy  the  will  of  the  people  by 
making  life  unbearable  through  the  vast  destruction  of  the  modem  social  fabric. 

With  the  five-ring  model,  the  “way”  to  achieve  the  same  end  is  through  strategic 
paralysis  brought  on  by  parallel,  persistent  warfare.  Because  of  the  simultaneous,  short 
duration  nature  of  Third  Wave  war  against  Second  or  Third  wave  enemies,  the  attack  of 
war  production  (except  for  weapons  of  mass  destmction)  will  pay  little  or  no  dividends. 
While  the  paralysis  is  mostly  physical,  its  desired  effect  is  psychological,  and  is  aimed  at 
the  leadership  to  force  concessions,  and  at  the  population  to  force  a  change  in  government 
or  policy.  The  means  to  accomplish  this  paralysis  result  from  the  technologies,  doctrine, 
and  organizations  of  the  informational  RMA.  What  will  change  in  the  future  against  the 
peer  competitor  is  the  type  of  targets  one  must  strike  to  achieve  the  paralysis — 
informational  networks  will  become  decisive  points  as  important,  if  not  more  so,  than 
electricity  and  petroleum  systems  are  today. 

This  study  highlights  three  recommendations.  First  is  the  need  to  modify  the  five- 
ring  model  to  include  the  element  of  information  specifically.  Second,  is  the  need  for 
intelligence  organizations  to  adapt  within  the  RMA  and  keep  pace  with  the  exponentially 
increasing  requirements  for  rapid,  accurate  information.  The  five-ring  model  becomes 
worthless  without  valid  information  about  the  enemy.  Third,  one  must  always  be  aware  of 
the  possibility  of  a  low  or  high  technology  niche  capability  which  bypasses  the  strengths  of 
an  RMA  based  military  to  attack  in  a  dissimilar  or  asymmetric  fashion. 

While  it  may  be  true  that  a  military  can  never  determine  the  nature  of  an  RMA 
while  it  is  in  the  middle  of  it,  ignoring  the  future  is  more  dangerous  than  missing  some 
aspects  of  the  revolution.  Airpower  has  played  a  significant  role  in  the  conduct  of  war  this 
century.  But,  unless  the  theory  keeps  up  with  the  changing  character  of  war,  new 
technology  might  not  protect  it  from  some  future  misapplication. 
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